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Dear Councillor,

AUDIT COMMITTEE

A meeting of the Audit Committee will be held in the Committee Rooms 2/3 - Civic Offices Angel
Street Bridgend CF31 4WB on Thursday, 17 January 2019 at 14:00.

AGENDA

1. Apologies for Absence
To receive apologies for absence from Members.

2. Declarations of Interest
To receive declarations of personal and prejudicial interest (if any) from Members/Officers in
accordance with the provisions of the Members’ Code of Conduct adopted by Council from
1 September 2014.

3. Approval of Minutes 3-10
To receive for approval the minutes of the Committee of 13/12/18

4, Audit Report - Wales Audit Office - Digital Risk Diagnostic Response 11-30
To be accompanied by a presentation from the Head of Performance and Partnership
Services.

5. Corporate Risk Assessment, Corporate Risk Management Policy and Incident 31-68

and Near Miss Reporting Procedure

6. Treasury Management Strategy 2019-20 69 - 92

7. Internal Audit - Outturn Report - April to December 2018 93-122
8. Internal Audit - Corporate Fraud Framework 123 - 164
9. Updated Forward Work Programme 2018/19 165 - 168

10. Urgent ltems
To consider any other items(s) of business in respect of which notice has been given in

By receiving this Agenda Pack electronically you will save the Authority approx. £3.36 in
printing costs



accordance with Rule 4 of the Council Procedure Rules and which the person presiding at
the meeting is of the opinion should by reason of special circumstances be transacted at the

meeting as a matter of urgency.

Yours faithfully
K Watson
Head of Legal and Regulatory Services

Councillors: Councillors
CA Green RM Granville
JE Lewis LM Walters
MJ Kearn A Williams

B Sedgebeer AJ Williams
Lay Member:

J Williams

Councillors

PA Davies
P Davies
TH Beedle
T Giffard
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AUDIT COMMITTEE - THURSDAY, 13 DECEMBER 2018

MINUTES OF A MEETING OF THE AUDIT COMMITTEE HELD IN COMMITTEE ROOMS 2/3 -
CIVIC OFFICES ANGEL STREET BRIDGEND CF31 4WB ON THURSDAY, 13 DECEMBER
2018 AT 14:00

Present
Councillor A Williams — Chairperson

CA Green JE Lewis RM Granville LM Walters
AJ Williams PA Davies P Davies

Apologies for Absence

TH Beedle

Officers:

Mark Jones Financial Audit Manager, Wales Audit Office
Mary Williams Chief Accountant

Mark Galvin Senior Democratic Services Officer - Committees
Gill Lewis Interim Head of Finance and Section 151 Officer
Martin Bell Group Manager ICT

Frances Mantle Finance Manager - Governance and Exchequer
Joan Davies Senior Group Auditor

Lay Member:

Mrs J Williams

93. DECLARATIONS OF INTEREST

None.

94. APPROVAL OF MINUTES

RESOLVED: That the Minutes of a meeting of the Audit Committee dated 15
November 2018, be approved as a true and accurate record.

95.  ANNUAL AUDIT LETTER 2017-18

The Interim Head of Finance and Section 151 Officer submitted report the purpose of
which, was to submit the Appointed Auditor’s Annual Audit Letter 2017-18, attached as
Appendix A to the report, for noting.

The Annual Audit Letter 2017-18 confirmed that the Appointed Auditor issued an
unqualified audit opinion on the accounting statements, confirming that this presents a
true and fair view of the Council’s financial position and transactions.

The Financial Audit Manager, Wales Audit Office stated that the letter also confirmed
that the Appointed Auditor was satisfied that the Council has appropriate arrangements
in place to secure economy, efficiency and effectiveness in its use of resources. He
added that a certificate confirming that the audit of the accounts had been completed
had also been issued.
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AUDIT COMMITTEE - THURSDAY, 13 DECEMBER 2018

He added that the Annual Audit Letter also confirmed that work to date on certification
on grant claims and returns has not identified significant issues that would impact on the
annual accounts or key financial systems. In early 2019 the Auditor General (For Wales)
would be issuing his grant report on the audit of the Council’'s 2017-18 grant claims and
returns.

Finally, the financial audit for 2017-18 was currently expected to be in line with the
agreed fee set out in the Annual Audit Plan. The final fee for the audit of the Council’s
2017-18 grant claims and returns would be slightly less than was previously estimated
he added.

RESOLVED: That the Audit Committee noted the Annual Audit Letter 2017-18
attached at Appendix A to the report.

96. AUDIT OF 2017-18 PERFORMANCE

The Interim Head of Finance and Section 151 Officer submitted a report, the purpose of
which, was to submit the certificate from Wales Audit Office, (the Appointed Auditor), on
the performance of the Council in 2017-18 attached at Appendix A to the report, for
noting.

By way of background information, the Financial Audit Manager, Wales Audit Office
advised Members that the Appointed Auditor has a statutory responsibility under the
Local Government (Wales) Measure 2009, to annually publish an assessment which
describes a local authority’s performance.

In accordance with this legislation and under the Auditor’s Code of Practice, the
Appointed Auditor has issued a certificate confirming that the Council has discharged its
duties under the Measure and has acted in accordance with Welsh Government
guidance sufficiently to discharge its duties (see Appendix A).

RESOLVED: That the Audit Committee noted the Certificate on the Audit of the
Council’'s 2017-18 Performance, detailed at Appendix A to the
report.

97.  WALES AUDIT OFFICE DIGITAL RISK DIAGNOSTIC REPORT

The Interim Head of Finance and Section 151 Officer submitted a report, the purpose of
which, was to submit the Digital Risk Diagnostic Report produced by Wales Audit Office
(WAOQ), attached as Appendix A to the report for noting.

By way of background information, she explained that the above was a piece of work
undertaken by the Wales Audit Office during last May/June/July, as part of the planning
risk assessment.

The work carried out examined the key risks associated with Digital Risk and
Transformation in the Council over a number of areas, the findings from which were fed
back informally to Officers as a power point presentation attached to the report (ie as
Appendix A). Officers would now work through the findings and produce an Action Plan
to address the issues that were raised.

The Interim Head of Finance and Section 151 Officer referred Members to Slide 3 of the

attachment to the report, which specified some key areas and the risks that were
associated with/attached to these.
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AUDIT COMMITTEE - THURSDAY, 13 DECEMBER 2018

In terms of the Risk of Web site development — being better connected, she confirmed to
Members that though the Council had a fairly poor rating for this in 2016, it had since
refreshed and renewed some systems etc, and therefore improvements and
developments had been made in this area since the above date. These included an on-
line access for the public, known as Myaccount, to more easily connect to and access a
number of key services.

On Slide 4 regarding Digital Strategy and Transformation, the Group Manager ICT,
added that a considerable number of issues had been resolved and work further
progressed, since the Digital Transformation Manager and been in-post.

In respect of Slide 10, the Interim Head of Finance and Section 151 Officer advised that
Data Protection arrangements in respect of GDPR were still relatively new and onerous,
with some further training required for employees.

She concluded her submission by advising that the Action Plan referred to in the report
would hopefully be presented to Members at January’s meeting of the Audit Committee.

RESOLVED: That the Audit Committee noted the WAO Digital Risk Diagnostic
Report (Appendix A), and looked forward to seeing issues of
concern raised with regard to key risks being addressed in the
Action Plan to be presented to Members as part of a follow-up
report at its next or a future meeting.

98. COMMUNITY ACTION FUND 2018-19 UPDATE

The Monitoring Officer presented a report on behalf of the Chief Executive, the purpose
of which, was to provide an update in respect of the use of the Community Action Fund
(CAF) approved by Cabinet on 5 September 2017.

She advised that the 2017-2021 Medium Term Financial Strategy approved by Council
on 1 March 2017, included a new budget of £285k for the creation of a Community
Action Fund. The broad aims of this were to create opportunities for localised
intervention by Members within their own ward to the benefit of the community.

Following Cabinet approval of the CAF Scheme as stated above, training sessions were
provided in October 2017, in order to ensure that all elected Members were brought up
to speed on elements of the scheme, prior to them submitting their funding requests.
The funding of £285k provided for an allocation of £5k for each Member to allocate to
their Ward, as well as £15k towards administration costs. The Monitoring Officer added
that due to the delay in the implementation of the scheme, unused funding in 2017-18
was rolled over into the 2018-19 financial year for use by the end of October 2018. In
June 2018 a report was also considered by the Audit Committee, who recommended
that a full review of the CAF would be undertaken following the end of the current phase
of funding.

She proceeded by confirming that during the period of the scheme, a total of
£231,667.24 (85.8%) of the available £270k was provided from the CAF budget to fund
156 projects across the County Borough.

Elected Members used their funding for a variety of projects exampled in paragraph
4.1.4 of the report. A full list of projects, Elected Members, Wards and values, were
shown in Appendix 1 of the report.

The Monitoring Officer advised that at the present time, all Members of the Council
(other than one) had utilised the funding they were so entitled to receive.
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AUDIT COMMITTEE - THURSDAY, 13 DECEMBER 2018

The next section of the report outlined feedback from the CAF from both Members and
the Officers who administered the scheme, followed by a review carried out in respect of
the scheme by Internal Audit. More administrative support had been committed to the
scheme and some associated added support work that had not been envisaged when
the scheme was approved.

She concluded her submission, by advising that there had been mixed reviews by
Members on their experience of the scheme, with some positive outcomes on the
community benefit of the scheme and some negative outcomes in respect of the
process, scheme criteria and limited interest in the scheme from eligible organisations in
the area.

The Chairperson advised that he had been in contact with certain Members who were
not members of the Audit Committee, and he had also found their feedback on the
scheme to be mixed.

A Member agreed with a further provision of the report, namely that this level of funding
in the future, would be more useful being committed and used more strategically as part
of a larger budget benefiting all residents of the County Borough, by rechannelling the
£285k into the MTFS so as to alleviate other reductions in key services provided to
communities.

Certain Members of the Committee then gave their views on the success or otherwise of
the CAF scheme, in their respective Wards.

RESOLVED: (1) That Members noted the report.

(2) That the Committee recommended to Cabinet the cessation
of the Community Action Fund for the transfer of the £285k
funding back into the Medium Term Financial Strategy for
consideration when setting the budget for 2019-20 to 2022-
23.

99. RISK MANAGEMENT

The Group Manager — Chief Accountant submitted a report, the purpose of which, was
to provide the Committee with an update on changes being made to the Council’s Risk
Management Policy, the Corporate Risk Assessment 2018-19 and the Incident and Near
Miss Reporting Procedure.

By way of background information, she confirmed that the Audit Committee’s Terms of
Reference required the Committee to review, scrutinise and issue reports and
recommendations, on the appropriateness of the Council’s risk management, internal
control and corporate governance arrangements.

The 2018-19 Corporate Risk Assessment was reported to Audit Committee on 18
January 2018. This report identified that a further review of the Council’s risks would be
undertaken, to assess whether all the identified risks remained relevant to the Council;
whether the Council should seek to focus on a smaller set of risks, how the text could be
condensed further and whether the risk reduction measures mitigated all the impacts.

She explained that a further review had been undertaken by Corporate Management
Board (CMB) and the Senior Management Team. Rather than reviewing the previous
risks, a new reduced number of risk measures were currently being finalised, so that
they could capture more discernibly the key risks facing the Council. The Healthy
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Organisation review identified that the same risk matrix should be utilised consistently
throughout the Council. CMB had agreed that a 5 x 5 risk matrix will be adopted which
will replace the current 6 x 4 risk matrix. The new risks will be scored however, using the
5 x 5 risk matrix. A further report regarding the risks would then be presented to the
Audit Committee in January as a suite of documents, in the form of an updated Risk
Management Policy, Corporate Risk Assessment and Incident and Near Miss Reporting

Procedure.

RESOLVED: That the Audit Committee noted the report, and that a full suite of
risk management documents be presented to the Committee in
January 2019.

100. AUDIT REPORT - HEALTHY ORGANISATION REVIEW - ACTION PLAN UPDATE

The Chief Executive submitted a report, so as to update Members on progress against
the Action Plan that was produced in response to the Healthy Organisation Review
presented to the Audit Committee in June 2018.

The review was conducted by South West Audit Partnership on behalf of the Internal
Audit Shared Service (IASS). Members were notified by the Interim Head of Finance and
Section 151 Officer that the Council’'s Corporate Management Board (CMB) would focus
on the high risk areas of the review and that these would be incorporated into an Action
Plan. This was presented to the Audit Committee in September, and has continued to be
monitored since by Members.

The Interim Head of Finance and Section 151 Officer, advised that the previous update
highlighted that many of the recommendations had been acted upon. Some
recommendations however, included actions with a longer time scale and in a small
number of cases, the management response was to not take action at all, as there was
no necessity to do so.

The recommendations referred to above, were in relation to the following themes:-

Governance — Effective Working Relationships

Governance — Transparency

Governance — Communication/Stakeholder Consultation

Risk Management — Appetite/Transparency

Commissioning and Procurement — Strategy and Commissioning Intentions
Commissioning and Procurement — Supplier Management

Members asked if Freedom of Information (FOI) Requests and their responses were
regularly published on the Council’s website, and if they were not, was this a
contravention of the Welsh Language standards.

The Monitoring Officer advised that if the Council published FOI Requests on its web
site, then it then also had to translate them. Therefore, this would result in a
considerable cost implication for the Authority. She added that not publishing FOI
Requests was not a contravention of the Welsh Language Standards, though at the
request of the Committee, she would approach the Welsh Language Commissioner in
order to ascertain what best practice was in this regard. She added that she would also
find out if other neighbouring authorities published FOI Requests on their websites
(including bilingually).

RESOLVED: That Members noted the update on the Healthy Organisation
Report Action Plan.
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101.  AUDIT REPORT - INFORMATION MANAGEMENT FOLLOW-UP

The Interim Head of Finance and Section 151 Officer submitted a report which updated
Members on progress against the Action Plan that was produced in response to the
Healthy Organisation Review presented to the Audit Committee in June 2018.

The Group Manager, ICT, reminded Members that the outcome of the above Review
had been presented to the Committee at its meeting in June 2018, with such Review
having been conducted by the South West Audit Partnership on behalf of the Internal
Audit Shared Service (IASS). Members were also notified by the Interim Head of
Finance that the Council’s Corporate Management Board (CMB) would focus on the
high risk areas of the review and that these would be incorporated into an Action Plan.
This Plan was subsequently presented to the Committee at its September meeting, and
has since been monitored by CMB.

He further advised, that the previous update had highlighted that many of the
recommendations had been acted upon. He added that some recommendations
included actions with a longer time scale and progress against these were detailed in
paragraphs 4.2 to 4.7 of the report. In a small number of cases, the management
response was to not take action, and these were also revisited in this section of the
report. In each case the narrative was organised by the headings identified in the
original audit report and resultant action plan.

The Group Manager, ICT, then referred Members to Appendix A of the report, giving a
resume of progress with regards to the Areas for Attention and work completed in
respect of these Themes, insofar as they related to ICT work areas.

Members asked a number of questions in respect of the report, that were responded to
by the Group Manager, ICT.

A Member felt that future such reports of this nature should contain more of a narrative
and explanation in terms of updates on the Outcomes taken on each theme detailed
therein, as opposed to saying ‘Completed,’ ‘Actioned as part of the Update’ etc, so that
Members have more assurance of details of work undertaken that result in
improvements being made or proposed to be made, with regards to controls put in place
in relation to Information Management processes and protocols within the Authority.

RESOLVED: That Members of the Committee gave due consideration to the
content of the Healthy Organisation Follow-Up Review, and the
actions taken to address those areas that required attention.

102. UPDATED FORWARD WORK PROGRAMME 2018/19

The Chief Internal Auditor submitted a report, the purpose of which, was to present the
Audit Committee with an updated Forward Work Programme (FWP) for 2018/19.

The above FWP was attached to the report at Appendix A.

A Member advised that two further items needed to be added to the FWP, namely
reports on the subject of an updated Risk Policy and Incident Management Policy.

RESOLVED: That Members considered and noted the updated Forward Work
Programme for 2018/19.

103. URGENT ITEMS
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None.

104. EXCLUSION OF THE PUBLIC

RESOLVED:

That under Section 100A (4) of the Local Government Act 1972 as
amended by the Local Government (Access to Information)
(Variation) (Wales) Order 2007, the public be excluded from the
meeting during consideration of the following item of business as it
contains exempt information as defined in Paragraph 12 of Part 4
and Paragraph 12, 13 and 18 of Part 5 of Schedule 12A of the
Local Government Act 1972, as amended by the Local
Government (Access to Information) (Variation) (Wales) Order
2007.

Following the application of the public interest test in consideration
of this item, it was resolved that pursuant to the Act referred to
above, it be considered in private, with the public being excluded
from the meeting as it would involve the disclosure of exempt
information of the nature as stated above.

105. APPROVAL OF EXEMPT MINUTES

RESOLVED:

That the exempt Minutes of a meeting of the Audit Committee
dated 15 November 2018, be approved as a true and accurate
record.

The meeting closed at 15:43
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Agenda Item 4

BRIDGEND COUNTY BOROUGH COUNCIL
REPORT TO AUDIT COMMITTEE
17 JANUARY 2018
REPORT OF THE HEAD OF PERFORMANCE AND PARTNERSHIPS
AUDIT REPORT - Wales Audit Office — Digital Risk Diagnostic Response
1. Purpose of report

1.1 The Wales Audit Office carried out a fieldwork exercise May to June 2018 to identify
and understand the key digital risks facing Bridgend County Borough Council. This
exercise was for planning purposes and the Wales Audit Office shared the key
findings with the Audit Committee on December 13" 2018 (attached as Appendix
1). This report is a response to key findings and messages.

2. Connection to corporate improvement objectives/other corporate priorities
2.1 This report assists in the achievement of the following corporate priority/priorities:

e Supporting a successful economy — taking steps to make the county a good
place to do business, for people to live, work, study and visit, and to ensure that
our schools are focused on raising the skills, qualifications and ambitions of all
people in the county.

e Helping people to be more self-reliant — taking early steps to reduce or prevent
people from becoming vulnerable or dependent on the Council and its services.

e Smarter use of resources — ensuring that all its resources (financial, physical,
human and technological) are used as effectively and efficiently as possible and
support the development of resources throughout the community that can help
deliver the Council’s priorities.

3. Background

3.1 The Wales Audit Office discussion document presented to the Committee on 13t
December 2018 covered 7 key areas:

Digital Strategy and Transformation

Website Development — being better connected
Resilience of the ICT infrastructure and platforms
IT skills, capacity, capability and resources

ICT Disaster Recovery (DR) planning

Cyber security and resilience

Data protection arrangements & GDPR

NOoO Ok WN =

4. Current situation / proposal

1.1 Digital Platform
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1.2

In September 2016, Bridgend County Borough Council commenced a project with
the digital provider Agilisys, to introduce a single “Digital Platform” (My Account) for
customers to interact online for key services. Alongside the development of the
digital platform, Bridgend County Borough Council took the decision to develop and
implement a new responsive website in September 2017.

The modern responsive functionality meets the demand of over 85% of Bridgend
citizens who have access to the internet and prefer the convenience of online
transactions (Office for National Statistics). As part of the launch of the new digital
platform, the Council embarked on a Communications Strategy to promote the
availability of the new online digital channel.

The delivery of the Digital Platform is being implemented over two phases:

Phase 1; implementation of the Digital Platform ran to April 2018. The services
delivered were Council Tax and Housing Benefits, as well as the new responsive
website.

Phase 2; focuses on making available through the Digital Platform the following
services by the end of March 2019:

Council Tax (Single Person Discount and Vacant Property Discount)
School Admissions

Registrars

Report IT (Fly Tipping, Highways, Dog Fouling, Street Lighting)

The Platform has provided the opportunity to transform and offer the citizen the
choice of consuming a digital channel. Transactions and queries can now be
undertaken on a 24/7 basis negating the need for phone calls and face to face
communications.

Digital Strategy, Transformation & Governance

A four year Digital Strategy has been drafted which encapsulates the national digital
landscape and Bridgend’s corporate priorities, it also includes a matrix of
measurement utilised by Socitm (Society of Information Technology Management)
to assess Bridgend’s digital maturity and growth. The Strategy has been divided into
5 key areas: Digital Communication, Digital Citizen, Digital Services, Digital
Workforce and Digital Partners.

Consultation on the Strategy has taken place with key stakeholders within the
Council inclusive of Business Managers, ICT and Human Resources. The draft
Strategy will be presented to Cabinet and authority will be sought to undertake a
formal consultation on the Strategy. At the end of the consultation process the final
Strategy will be presented to Cabinet for approval and adoption.

Following the adoption of the Strategy, a Transformation Project Board will be
established to deliver the Strategy. The Board will consist of the key stakeholders
across the Authority led by the Chief Executive Officer. This will provide the
governance to safeguard the delivery of the Strategy.
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1.3

4.4

Website Transactional & Channel Shift Capabilities

The Digital Platform and responsive website went live 24" April 2018. A report to
Corporate Overview and Scrutiny Committee 26th September 2018 outlined a
current position statement with regards key online transactional activity since the
“Go-Live”, at that time of the report:

7,544 My Account registrations **

5,350 council tax payments totalling £750,818.11
3,335 council tax registrations ***

1,654 council tax registrations subscribing to e-billing
305 new direct debits created

289 updated names on council tax accounts

170 housing benefit registrations

41 updating direct debit details

based on population of 110332 (over 18), however My Account registrations is not limited to BCBC residents
*** based on 64,187 council tax accounts and not potential liable parties

e e e o o o o o

The current total online transactional activity as at 08/01/2019 is:

13,736 My Account registrations **

11,314 council tax payments totalling £1,573,961.33
5,100 council tax registrations ***

2,815 council tax registrations subscribing to e-billing
1,273 secondary school admissions

1,244 Infant, junior or primary school admissions

599 part-time/full-time nursery school admissions ****
945 online application forms (council tax and housing benefits)
635 new direct debits created

265 housing benefit registrations

196 Move In notifications for council tax

191 Move Out notifications for council tax

109 updating direct debit details

** based on population of 110332 (over 18), however My Account registrations is not limited to BCBC residents
*** based on 64,187 council tax accounts and not potential liable parties
**** Admission round opened on 7 January 2019 so these relate to the first day applications only

The online transactional activity from Go-Live 24t April 2018 through to January
2019 demonstrates there is an appetite for Bridgend citizens to consume services
via the “digital channel”. The Digital Strategy will focus on delivering more services
via the digital channel to meet this need, providing a holistic multi-channel approach
but not withdrawing face to face or telephony ensuring equality for all Bridgend
citizens.

GDPR Compliance & Readiness Plans

The Council has an Information Governance Board which meets quarterly. This
Board includes representatives from each Directorate and the Council’s Data
Protection Officer. The Head of Legal and Regulatory Services and Monitoring
Officer has taken on the SIRO role.
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4.5

4.6

As part of the implementation of the new Data Protection Act 2018 and the General
Data Protection Regulation 2016 (GDPR), the Authority has reviewed all of its data
protection procedures and policies to ensure that they are fit for purpose. The
updated Data Protection Policy which has recently been informally reviewed by the
Information Commissioner’s Office is available on the Council’s website and the
Council also has a process and Code of Practice in place for reporting data
breaches.

Transparency and accountability is a key factor under the GDPR and therefore
Privacy Notices advising members of the public about how their personal data may
be used by the Council have been completed and are on the Council’s website.

An Information Asset Register and record of all the Council’s processing activities
has been developed but given its nature will be subject to continuous update.

A GDPR e- learning module is available and is mandatory for all staff who process
personal data. GDPR compliance audits will also be undertaken over the course of
2019/20 jointly by Internal Audit and the Data Protection Officer.

The Information Management Strategy is currently under review by Legal Services
and the Data Protection Officer. The Council’s Publication scheme is also under
review and an open data project is underway to make more data available on the
Council’s website with a view to this reducing the number of freedom of information
requests that the Council receives.

Council’s IT infrastructure & Network Support

Bridgend County Borough Council ICT has had a replacement programme in place
for end user devices. The replacement programme has ensured all devices are
supported under the manufacturer’s warranty. The replacement of devices in line
with end of warranty, safeguards potential vulnerabilities to attacks as the latest
software patches can be applied to the physical equipment mitigating the potential
exploits.

The replacement of the data centre equipment such as servers and the storage
area network devices are also in line with manufacturer’s warranties and are
covered through capital bids. The Council has recently replaced its storage area
network in 2017 at a cost of £399,984.51. This is warrantied for 7 years.

As part of the Medium Term Financial Saving Strategy (MTFS), the replacement
programme budget for end user devices has been offered as a saving. The
mechanism going forward with regards funding will take the form of capital bids.

The Council consider “cloud” as an option at the procurement stage, the approach
to date has been a “hybrid” methodology where the benefit of “on premise” and
cloud can be leveraged, laying the foundations to embrace “cloud” in a strategic
manner. There is a natural transition to off premise / cloud occurring for example;
the All Wales Community Care System (WCCIS) which is now run outside of the
Council’s jurisdiction highlights this transition. The Digital Strategy will embrace the
usage of cloud technologies where operational benefits can support efficiencies.

IT Operating Model
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4.7

4.8

A lack of skilled resource is a significant risk to any transformation programme or
indeed any ICT provision within Local Authorities. This is primarily due to the
challenges of the “private sector” and an ICT skills shortage in South Wales. To
date the Council has used a hybrid approach where partners have been
commissioned to support the deployment of the technology with a view that
knowledge transfer allows the Council’s ICT staff to take on further developments
and ongoing maintenance. This is evidenced through the deployment of the Digital
Platform where Bridgend County Borough Council ICT developed all the E-Forms.

Bridgend County Borough Council ICT has a strong background in the creation and
development of staff to support the IT Operating Model. Working with Human
Resources (HR) a successful apprenticeship programme has been implemented
which has developed local talent to meet the challenges of resourcing a highly
technical support function for the Council. To date 15 apprentices have been
recruited into the apprenticeship programme since its inception in June 2014. The
table below outlines the position statement with regards the apprenticeship
programme.

. Current ICT apprentices =7

. ICT Apprentices who have completed the programme = 8

. ICT Apprentices who have been promoted into Permanent Roles within the
Council =6

ICT Disaster Recovery (DR) planning

The Wales Audit Office (WAO) and the Healthy Organisation Management report
identified that the Business Continuity Plan was outdated. Bridgend County
Borough Council ICT have committed to complete this exercise i.e. updating the
Business Continuity Plan by May 31st 2019.

Bridgend County Borough Council ICT have been working with Internal Audit
assessing the Disaster Recovery procedures and capabilities that are currently in
place. Internal Audit were in attendance to observe an automated failover and
disaster recovery test for the server “SRMdemo” on October 17t 2018. A
successful operation was carried out which brought up the server SRMdemo in our
secondary data centre site in Rhondda Cynon Taf County Borough Council (RCT).
These disaster recovery capabilities gives the assurance that Bridgend County

Borough Council’s “data” is safe.
Cyber security and resilience (Public Services Network Code of Connection)

There was a delay in Bridgend County Borough Council commissioning of NTA-
Monitor Ltd, which has impacted on the recertification of the Public Services
Network Code of Connection. The work carried out by NTA-Monitor assists the
council with their compliance requirement for the Public Services Network Code of
Connection - Annual IT Health Check. It is a requirement of the Cabinet Office that
the health check is carried out by an independent organisation. NTA-Monitor Ltd
completed the internal and external penetration tests for the network on May 4t
2018.
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The report for the “internal” penetration test confirmed a number of security
vulnerabilities, listed below:

Confirmed
Vulnerabilities

Severity

Medium Risk 18
Low Risk 16
Informational 3
Total 72

Note No Critical risks were found, this is the highest severity
The severity descriptions are defined as:

Severity Description

. Allows external users to disrupt services, permits internal users to obtain unauthorised
Medium ; ) o )
access or could provide access to unauthorised external users if incorrectly configured.
Low Provides information that could be valuable to an attacker.
Info Informational issues regarding observations that are not a significant security risk.

The report for the “external” penetration test confirmed a number of security
vulnerabilities, listed below:

. Total
Severity Vulnerabilities
Medium Risk 5
Low Risk 12
Informational 5
Total 22

Note no Critical or High risks were found

On receiving the two reports a project team was set up in ICT with a responsibility
for removing or mitigating all high and medium risks highlighted in the report.

There were 35 high and 23 medium risk items in total. The Code of Connection
only stipulates that critical or high risks have to be addressed immediately, medium
and low can just be accepted. Despite this requirement the Council also looked to
resolve the medium risks.

The work was completed between May to December 2018. A submission pack was
prepared and signed off by the Chief Executive and was supplied to the Cabinet
Office on 11t December 2018. The Council was recertified on the 9t January 2019.

Going forward the Council will focus on Cyber Essentials Plus, all Welsh Authorities

will be adopting this standard. Cyber Essentials Plus is a Government-backed,
industry-supported scheme to help organisations protect themselves against
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5.1

6.1

7.1

8.1

common online threats. A working group of stakeholders has been setup to work

towards achieving the accreditation for next year.

Time Lines for Key Areas of Risk

. . o . Date for RAG
Key Areas Risk Action Responsibility | Activity Completion | Status
Missed opportunities Development of a Cabinet April 2019 Green
- and delayed e . Approval for
Digliel SiEcer el implementation of Do el Consultation
Transformation di P . Transformation Morgans
igital projects to Strate
support the MTFS 9y
IT DR Plans require ICT to update the
o7 Disaster L{EetEing) ggﬁ'ﬂ:ﬁﬁy Blan Martin Bell Update Plan | May 2019 | Green
Recovery (DR) (BCP)
Delays in recovering Internal Complete Green
from It Service Audit
interruptions Ensure integrity of observed
Data through test Martin Bell failover
failover plans capability
ICT Disaster October
Recovery (DR) 2018
Threat to Recertify the Implement
confidentiality, integrity | Council's Public . e
Cyber security and and availability of IT Services Network MEG EEE] I\Plllltlgatlon Canie e
i : an
resilience services and data (PSN)
Threat to
. . Implement
confidentiality, integrity . . o January
Cyber security and and availability of IT Rzt 2020 AL B2 mlt'gatlon 2020 Clizzn
resilience services and data a
Risks from potential Appoint Siro Kell
Data protection penalties if Chief W y
. atson Complete Green
arrangements & arrangements are not Executive inted
GDPR fully compliant appointe
Data protection E;gt{;zniqf potental (Elriali
Appoint DPO Head of Legal Branford Complete Green
arrangements & arrangements are not inted
GDPR fully compliant appoin
Risks from potential Ensure the
penalties if Authority is
arrangements are not Ensure the Information GDPR
fully compliant Authority is GDPR | Governance compliant
GDPR Readiness compliant. Board Complete Green

Effect upon policy framework and procedure rules

There is no effect upon the policy framework and procedure rules.

Equality Impact Assessment

There are no equality implications arising from this report.

Well-being of Future Generations (Wales) Act 2015 implications

The well-being goals identified in the Act were considered in the preparation of this
report. It is considered that there will be no significant or unacceptable impacts
upon the achievement of well-being goals/objectives as a result of this report.

Financial implications

The original Digital Transformation programme funding of £2.5million was split into
£1million for capital expenditure and £1.5million revenue expenditure. Spend to

date is below:
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Description £'000

Capital

Agilisys digital supply contract 480
Total Capital Expenditure 480
Revenue

Staffing 141
Professional fees 64
Website Research 27
Software Licenses on Agilisys 301
Advertising & promotion 15
Other 5
Total Revenue Expenditure 553
Total 1,033

9. Recommendation

9.1 It is recommended that Members note the report.

Martin Morgans

Head of Performance & Partnerships
17t of January

Contact Officer:  Martin Morgans
Telephone: (01656) 642154

E-mail: martin.morgans@bridgend.gov.uk

Postal Address

Bridgend County Borough Council
Civic Offices,

Angel Street,

Bridgend,

CF31 4WB

Background Documents: None
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Digital Risk Diagnostic - Scope

Wales Audit Office review for planning purposes

To identify and understand the key digital risks
the Council faces

Fieldwork completed May & June 2018
Document review July 2018

We thought we would share the key findings and
messages with you for discussion

Slide 2
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Key areas and risks

Key areas Risk

1. Digital Strategy and
Transformation

2. Website development -
being better connected

3. Resilience of the ICT
infrastructure and platforms

4. IT skills, capacity,
capability and resources

5. ICT Disaster Recovery
(DR) planning

6. Cyber security and
resilience

/. Data protection
arrangements & GDPR

Missed opportunities and delayed implementation
of digital projects to support the MTFS.

Does not fully support ‘channel shift’ and
expectations of service users.

Does not support the new digital and
transformation projects.

Threat to the timely delivery of digital change
projects and to standards required.

Delays in recovering from IT service
interruptions.

Threat to the confidentiality, integrity and
availability of IT services and data.

Risks from potential penalties if arrangements
are not fully complaint.
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1. Digital Strategy and

Transformation

Digital is a key enabler for transformation.

Digital vision, roadmap and strategy being established
for the transformation programme to modernise services
and deliver efficiencies.

MS Cloud Navigator process — workshops for channel
shift, digital first and consulting service areas. Digital
strategy development and agreement by end of 20187

Should be supported by adequate Transformation
Programme governance and scrutiny. Risks include
funded investments plans, delivery plans and realising
benefits.

Information Management strategy requires updating. siide 4
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SOCITM 2016 1* Better Connected rating — a basic
score.

New website April 2018 and ‘my account’ — phase 1 with
a limited number of ‘transactions’ eg Council tax.

Further developments required — phase 2 — reporting
and transactions eg pot holes and school admissions.

Phase 3 developments .................. ?

Risks to ‘channel shift’, digital project delivery,
integration to back office functions & processes and to
‘mobilise’ the workforce.

Slide 5
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3. Resilience of the ICT

infrastructure and platforms

Resilience and cyber risks from out-of-date and
unsupported ICT infrastructure estate and platforms.

Technology refresh plans to prioritise replacement of
end-of-life ICT infrastructure are challenged by a lack
funding available.

The Council have recently invested in and implemented
new Storage Area Network devices.

Scope to consider data centre storage approach vs
cloud based IT service models.

Modern ICT infrastructure needed to support agile
working & delivery of new digital transformation projects.
Slide 6
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4. IT skills, capacity, capability and

resources

Risk that the ICT operating model is not adequate to
deliver the Digital Strategy and Transformation.

Is there the capacity, resources and digital leadership
across the organisation to support the implementation of
digital projects?

Risk that the IT Department and Service does not have
or cannot bring in the skills and knowledge to deliver the
Digital Strategy on time.

Is funding available from services for transformation?

Scope to develop a wider range of IT key performance
Indicators that measure both IT service delivery, support
and savings realised. Slide 7
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5. ICT Disaster Recovery (DR)

planning and data backups

IT DR plans require updating and further consideration
for recent changes to ICT infrastructure and key system
priorities.

DR plans have not been fully tested to ensure they work
as intended and to drive improvements in these plans.
Risks to resilience planning should consider:

— data centre approach and off-site data backup

— potential for cloud solutions

— backup approach and policy, do backups work?

— assess impact on the Council of the Network

Infrastructure Services (NIS) Directive.
Slide 8
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6. Cyber security and resilience

Council’s Public Services Network (PSN) code of
connection — fully certified?

Addressing improvement action plans as a priority?
IT security policy — update and review
No cyber security risk assessment documented

No regular scheduled internal network vulnerability
assessments completed

Scope to improve cyber incident response plans

No gap analysis to Information Security Management
standard (ISO 27001) good practice for assurance

purposes and continual service improvements.
Slide 9
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7. Data protection arrangements

& GDPR

GDPR readiness plans in place and appeared to be progressing in
May 2018 (fieldwork date).

Work still remained ongoing to reach full compliance and risks that
this is likely to extend past the end of May 2018 implementation
deadline. These include:

— privacy notices, information asset registers and relevant policies
being updated

— training and awareness
— retention schedules.

Risk of impact on GDPR preparations on responding to FOIA and
Data Protection statutory information requests.

Corporate Director and SIRO has since left the Council after our
review — succession plans in place ?

Slide 10



6¢ abed

Next steps — consider risks

Key proposals for further consideration based on risks identified:

Complete the Digital Strategy development, formally agree plans
and provide adequate funding for the timely delivery of plans.

Ensure the transformation programme governance and scrutiny
arrangements are appropriate.

Look at ways to develop the Council’'s website transactional and
‘channel shift’ capabilities.

Complete GDPR compliance work and readiness plans and update
the Council’s information management strategy.

Review the adequacy of the Council’s IT infrastructure and network
to support its emerging digital strategic approach.

Consider reviewing the IT operating model to deliver the digital
transformation strategy.

Slide 11
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Next steps — consider risks

* Update and test IT Disaster Recovery plans and ensure these work
as intended.

* Address potential cyber security risks by:

confirming the PSN code of connection certification

consider the cyber security risk assessment process and
comparisons to ISO 27001 security management standard

complete internal network vulnerability risk assessments and
cyber security incident response plans.

Slide 12
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BRIDGEND COUNTY BOROUGH COUNCIL
REPORT TO AUDIT COMMITTEE
17 JANUARY 2019
REPORT OF THE INTERIM HEAD OF FINANCE

CORPORATE RISK ASSESSMENT, CORPORATE RISK MANAGEMENT POLICY AND
INCIDENT AND NEAR MISS REPORTING PROCEDURE

1. Purpose of Report.

1.1 The purpose of the report is to provide the Audit Committee with the outcome of the
Corporate Risk Assessment 2019-20 in Appendix A and inform the Committee of
the changes to the Council’s Risk Management Policy in Appendix B and Incident
and Near Miss Reporting Procedure in Appendix C.

2. Connection to Corporate Plan / Other Corporate Priority.
2.1 This report assists in the achievement of the following corporate priority/priorities:

o Smarter use of resources — ensuring that all its resources (financial, physical,
human and technological) are used as effectively and efficiently as possible
and support the development of resources throughout the community that
can help deliver the Council’s priorities.

3. Background.

3.1 Good governance requires the Council to develop effective risk management
processes.

3.2  The Audit Committee’s Terms of Reference requires the committee to review,
scrutinise and issue reports and recommendations on the appropriateness of the
Council’s risk management, internal control and corporate governance
arrangements.

3.3  The Corporate Risk Assessment is considered and reviewed by the Corporate
Management Board, Senior Management Team, Audit Committee, as part of the
Council’s quarterly Corporate Performance Assessment framework, and is used to
inform the Overview and Scrutiny Committees’ Forward Work Programme and the
budget process.

3.4  The Corporate Risk Assessment 2019-20 is aligned with the Council’s Medium
Term Financial Strategy and Corporate Plan.

3.5 The Healthy Organisation review which was carried out by SWAP Internal Audit
Services was reported to the Audit Committee on 28 June 2018. This review
indicated that more than one risk scoring mechanism was being used within the
Council and advocated that the same risk matrix should be utilised consistently
throughout the Council.
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3.10
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4.2

4.3

4.4

4.5

4.6

The review also made a recommendation that “to improve the guidance to staff
further, the Council should consider setting a numerical risk appetite value, which
could be included within the Risk Management Policy’s risk matrix to act as a visual
aid to staff when considering risks. This numerical appetite value should be taken to
Audit Committee as part of the current risk register review schedule”.

Each year the Council agrees a risk management timeline. This is shown as
Appendix 2 within the Corporate Risk Management Policy attached as Appendix
B.

The Council, at present, does not have in place a procedure for the collection of
information about incidents and near misses and the investigation of them in order
to ensure that relevant lessons are learnt.

The Council’s proposed Incident and Near Miss Reporting Procedure was reported
to Senior Management Team on 10 April 2018. It was subsequently presented to
Audit Committee on 28 June 2018. The Audit Committee requested that the
scoring mechanism be reviewed and that a greater role for Members be
considered.

Corporate Management Board requested that the procedure be cross referenced
with existing Health and Safety department procedures to ensure that there was no
duplication.

Current situation / proposal.

The risk assessment at Appendix A has been reviewed in consultation with
Corporate Management Board and the Senior Management Team. It identifies the
main risks facing the Council, their link to the priority themes, the likely impact of
these on Council services and the wider County Borough, what is being done to
manage the risks and where responsibility lies for the Council’s response. The risk
assessment is aligned with the Medium term Financial Strategy.

The Corporate Risk Management Policy at Appendix B has been changed to
incorporate a 5 x 5 risk scoring matrix which will be used as standard across the
Council.

The Corporate Risk Management Policy has been amended to define risk appetite
as “the amount of risk that the organisation is prepared to accept, tolerate or be
exposed to before it takes protective action”.

The Corporate Management Board has considered the level that the Council’s risk
appetite should be set at. It has agreed that using the 5 x 5 risk scoring matrix,
those with a score of 10 or above exceed the Council’s risk appetite. These being
the risks which are designated as high or medium and are coloured red and amber
in the risk scoring matrix.

The Corporate Risk Management Policy timeline at Appendix 2 has been amended
for 2019-20 and this has been agreed by Corporate Management Board.

The Incident and Near Miss Reporting Procedure at Appendix C has been
changed to incorporate the 5 x 5 scoring matrix.
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The Incident and Near Miss Reporting Procedure scoring matrix has been changed
to acknowledge that when likelihood is assessed it must be done with the benefit of
hindsight. Those using the policy must assess what was the likelihood of the
incident or near miss happening.

Once a year it is proposed that the Committee will consider a report summarising
the incidents and near misses recorded and the action taken to prevent a
reoccurrence. This is currently not a function of the Committee and therefore will
need to be included in the Committee’s Terms of Reference. A further report will be
presented to Council seeking an amendment to the Terms of reference within the
Constitution to include this function.

The Incident and Near Miss Reporting Procedure has been shared with the Health
and Safety Department and confirmation has been received that there are no
concerns about duplication of procedure and that no changes are needed.

The Incident and Near Miss Procedure has been agreed by the Corporate
Management Board.

The Incident and Near Miss Reporting Procedure will be publicised in a Bridgenders
e-mail with a hyper link to the procedure and also be the subject of an article in the
Bridgenders Newsletter.

Effect upon Policy Framework & Procedure Rules.

This Incident and Near Miss Procedure has links with the Council’'s Corporate Risk
Management Policy which has been amended to take it into account.

Equality Impact Assessment

Equality issues permeate many of the risks identified and where appropriate
equality impact assessments are undertaken within the process of approving the
mitigating actions.

Wellbeing of Future Generations (Wales) Act 2015 Implications.

The well-being goals identified in the Act were considered in the preparation of this
report. It is considered that there will be no significant or unacceptable impacts
upon the achievement of well-being goals/objectives as a result of this report.
Financial Implications.

There are no financial implications directly associated with the risk assessment,
Corporate Risk Management Policy or Incident and Near Miss Reporting
Procedure. Implementation actions will be progressed within approved budgets.

Recommendation.

It is recommended that Members:-
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9.1  consider the Corporate Risk Assessment 2019-20 (Appendix A) and the updated
Corporate Risk Management Policy (Appendix B), including the timeline at
Appendix 2

9.2 note the Incident and Near Miss Reporting Procedure (Appendix C) and that a

report will be presented to Council seeking an amendment to the Committee’s
Terms of Reference to include the procedure as a function of the Committee.

Gill Lewis
Interim Head of Finance
17 JANUARY 2019

Contact Officer: Roger Martin
Risk Management & Insurance Officer

Telephone: (01656) 643318
E-mail: roger.martin@bridgend.gov.uk

Postal Address  Raven’s Court, Brewery Lane, Bridgend CF31 4AP

Background documents

None
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Corporate Risk Assessment 2019-20

APPENDIX A

IDENTIFIED RISK ACTION PLAN
No. There is a risk that.. Consequences of Risk Raw risk score Control How are we addressing this risk Key actions to be established - NB who | by when |Residual risk score| Corporate
Method business as usual activity not Priority
reflected here
Li Im |[Total Li Im | Total
The council is unable to |If difficult decisions about cutting or The council manages this risk through [Develop proposals for a stronger focus
make robust medium to[reducing service levels against a existing budget and business planning |on future and multiple year financial
long term decisions background of declining budgets are processes which include early planning including scrutiny and outline
requiring service not made, then the council will not identification of savings targets and budget decisions by elected members
1 change deliver the changes necessary to 4 5 20 Treat development of options for cabinet, for multiple years. CMB | Aug-2019]| 3 5 15 Smarter use of
achieve a balanced budget which challenge from BREP, scrutiny and resources
will result in it being in breach of its formal and informal briefings of
legal responsibilities. members and political groupings.
The council is unable to |If the council is unable to change The council has a number of Review and rationalisation of
deliver transformation [the way that staff work, including transformations in place that either management activity.
mcludl‘ng agreed new .rc'>lt.es, coIIaborat!ons' an<.j the dlrecftly.support specific propo§als f?r E<tablishment of a combined Chief
financial savings acquisition of new skills, it will be service improvement and /or financial . i .
. o , , . Executives directorate in order to
unsuccessful in delivering service savings. Further transformations have better alien sUbport services required |
2 transformation which will lead to it 4 4 16 Treat [|been identified that are intended to 8 PP a . CMB [ Aug-2019( 3 3 9 A c?)r;?c?rate
L. . . Y ) N to enable or support transformation. priorities
not meeting its commitments within support a "One council culture" and
available budgets. support staff and managers through Develop training and manager support
transformation. .
materials.
Coordinated promotion of staff
wellbeing.
The council is unable to |If reducing budgets and a reducing The council manages this risk in a No further actions to be commissioned
respond to legislative |workforce decreases the council’s number of ways that are contingent on |at this stage.
change ability to ensure compliance with the particular service area affected.
statutory requirements and to This might include reducing service
adapt successfully to an ever quality or reprioritising a response to a
changing legislative landscape there legislative change over other activity or
3 is a risk that the council will be in 5 4 20 Treator [transferring risk - for example by CMB | Aug-2019| 3 4 12 All c'orpérate
breach of its legal responsibilities Transfer |transferring responsibility to another priorities
and may receive adverse regulatory provider.
reports, adverse publicity, fines and
ultimately the threat of prosecution.
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Corporate Risk Assessment 2019-20 APPENDIX A
IDENTIFIED RISK ACTION PLAN
No. There is a risk that.. Consequences of Risk Raw risk score Control How are we addressing this risk Key actions to be established - NB who | by when |Residual risk score| Corporate
Method business as usual activity not Priority
reflected here
Li Im |Total Li Im | Total
The council is unable to |If the Council does not raise The council has a ten year capital Develop a revised capital strategy that
identify and deliver sufficient capital to maintain its programme. The development of this |gives appropriate weight to key
infrastructure required |infrastructure, including roads, programme and arrangements for its  |infrastructure requirements. Supporting a
in the medium to street lights, buildings and review and updating are well successful
4 longer term technology then it may deteriorate 4 5 20 Treat established. However the council has CMB | Aug-2019| 3 5 15 | economy and
bringing financial and safety risks identified scope to improve upon this to smarter use of
which could lead to adverse ensure that these needs are balanced resources
incidents, reports, publicity, fines with other demands for capital (such as
and ultimately prosecution. new schools).
The council is unable to |If the Council is unable to The council has the ability to influence [Secure commitment from Cwm Taf
meaningfully engage successfully influence or respond to the transition programme through the |University Health Board partners for a
with Health Board and |Health Board and any potential LGR membership of the Leader and Director |review of partnership governance
potential LGR boundary |boundary changes there is a risk of Social Services and Wellbeing on the |arrangements and through this seek to
changes to ensure that [that appropriate care to citizens Transition Board. Furthermore the ensure that Bridgend CBC is Helping
the needs of the through new service models and Director is leading the partnership work [appropriately represented and that people be
5 Bridgend community is |relationships will not be delivered 4 4 16 Treat |stream within the overall transition our emphasis on strong integration of CMB | Aug-2019| 2 4 3 m9re self
fairly recognised in any [resulting in citizens receiving a less programme. Effective and good services is retained beyond transition. reliant and
subsequent changes satisfactory service or even no relationships have been established at smarter use of
service at all. political and senior managerial levels resources
with Cwm Taf University Health Board.
The council fails to If budgets and the workforce The council has well established The review by internal audit has
safeguard vulnerable |continue to decline there is a risk mechanisms to ensure compliance with |identified gaps in completion of
individuals e.g. that the Council will be unable to statutory responsibilities. This includes |mandatory training through e learning.
children, adults in need |provide the necessary services to its own operational safeguarding board |These gaps will be addressed across all
of social care, homeless |vulnerable people resulting in the and active management of demand and |directorates. Helping
etc. possibility that vulnerable people caseloads. The internal audit review and the people be
will not be kept safe and be All meetings of CMB and of inspection of Youth Offending has more self
6 encouraged to greater safe self- 3 5 15 Treat |Cabinet/CMB have a standing item to  |identified the need to ensure that all CMB | Aug-2019 | 2 5 10 reliant and
reliance. consider safeguarding matters and links between Youth Offending
] . smarter use of
allow for appropriate management services and other early help or social resoUrces
actions to be taken quickly. care services are effective and
effectively documented. A specific
programme of improvement is being
prepared for sign off by CMB in
January 2019.
The council is unable to |If the council does not have the The council has anti virus installed Cyber resilience training.
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Corporate Risk Assessment 2019-20 APPENDIX A
IDENTIFIED RISK ACTION PLAN
No. There is a risk that.. Consequences of Risk Raw risk score Control How are we addressing this risk Key actions to be established - NB who | by when |Residual risk score| Corporate
Method business as usual activity not Priority
reflected here
Li Im |[Total Li Im | Total
plan for and recover capacity and expertise to plan for which is regularly updated. All critical |The Council responds appropriately to
from major threats to  |and protect itself against major data is backed up and located offsite.  [WLGA/WG/UK Government Brexit
service continuity such |threats such as cyber-attack, civil Software update processes exist that consultations and seeks to influence
as civil emergencies, emergencies and significant includes the installation of patches. the development of any future
7 school failure, cyber financial variations there is a risk 4 4 16 Treat Security awareness training is provided |regional investment programme, via CMB | Aug-2019| 4 4 16 All cF)rr?(?rate
attack and that there may be a failure to to all employees. informed discussions with WG/Wales priorities
discontinuation of deliver services and a balanced The council has established emergency |Office.
funding streams and financial position which could harm planning arrangements including a
major contracts citizens who rely on council Major Incident Plan and contributes to
services. the SWLRF and SWRT.
The council is unable to |If there is a continual decreasing The council has workforce planning in  [The council will continue to monitor
attract or retain a number of suitably skilled and place (through directorate level service |the profile of the workforce and
workforce with the experienced staff then there may planning) and is prioritising finite identify challenges through the
necessary skills to meet |not be the expertise required to training budget to ensure that key skills [business planning process.
the demands placed deliver services and protect the and qualifications are targeted. In Appropriate action plans will be
upon the authority and |interests of the council. This could addition the council is using developed.
its services lead to the wellbeing of citizens apprenticeships to actively bring in or  |The staff survey has been completed
suffering and a loss of moral develop key skills (such as Welsh and key actions identified. The council All corporate
8 amongst the remaining staff if they | 4 4 | 16 Treat  |language skills or ICT capability). In will prioritise role specific training to CMB | Aug-2019( 3 4 12 priorities
feel unsupported and are seeking to specific service areas the council is enable staff to do what is expected of
work elsewhere. actively seeking opportunities to them, it will promote good practice
collaborate where this will enhance examples of staff development and
capacity or resilience. maximise access to funded learning
and development programmes. eg
WG and TUC.
Important council If the external suppliers of council The council's strongest defence against |Social Services have quarterly forum
services are services are not resilient there is a this is through its procurement strategy |meetings with providers where risks,
compromised due to  |[risk that they may fail to deliver and procurement processes. When issues and pressures are identified.
the failure of a key those services leading to disruption tendering for services the council There are regular contract monitoring
supplier for citizens and the council, which requires contingency arrangements to |visits to monitor performance and Helping
will be impacted as it seeks to be in place to allow for the eventuality |quality. people be
9 restore provision and suffers a loss 3 4 12 Treat or |of supplier failure (for example in the [Directorates to monitor the financial cMB | Aug-2019| 2 4 3 m.ore self
of reputation. Transfer |case of refuse and recycling collection |performance and stability of reliant and
contracts). The council also seeks to contractors. smarter use of
shape the market where possible to resources
avoid over reliance on single suppliers
(for example in social care).
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Bridgend County Borough Council
Corporate Risk Management Policy

Introduction

Good corporate governance structures are essential if the Council is to achieve its
vision of being “One Council working together to improve lives” within the County
Borough. An essential part of governance is the mechanisms for the control and
management of risk. There must be a clear focus on the significant risks that could
prevent the Council achieving its corporate improvement priorities and this policy
seeks to address those risks.

Good governance requires that risk management is embedded into the culture of the
Council with Members, managers and staff at all levels recognising that risk
management is part of their job. It is important that the changing nature of how we
deliver services is acknowledged. In particular, the increasing use of partnerships,
shared services and business transformation programmes provide fresh risks to
manage.

This policy facilitates the management of corporate risk within the Council; it focuses

attention on key areas and its outcomes will inform the budget process and the
Medium Term Financial Strategy.

Definition of Risk

The definition of risk the Council uses is:

Any potential development or occurrence which, if it came to fruition, would
jeopardise the Council’s ability to:

« achieve its corporate improvement priorities
* provide services as planned

« fulfil its statutory duties, including the duty to make arrangements to secure
continuous improvement.

3
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Aims and Obijectives

The aim of the policy is to facilitate effective corporate risk management throughout
the Council so that risks are identified, evaluated, managed and monitored to enable
the Council to achieve its corporate improvement priorities.

This will be done by:

Managing corporate risk via a process that is integrated into usual business
planning and is aligned to budget setting and the Medium Term Financial
Strategy.

Monitoring key corporate risks at the highest level within the Council,
including:

o Cabinet

o Senior Management Team

o Corporate Performance Assessment meetings, which are part of the
‘informal’ management arrangements involving Corporate Management
Board/Heads of Service/Cabinet and Scrutiny

o Overview and Scrutiny Committees

o Audit Committee.

Working closely with partner organisations and other bodies such as the
Wales Audit Office and external auditors.

Managing corporate risk via a process that is compatible with any guidance
provided by regulatory bodies.

Strateqy
Risk will be managed by:

Providing for risk identification within the business planning process

Assessing risks against a common understanding of the Council’s risk
appetite set by Cabinet and Senior Management Team

Establishing appropriate control measures or other actions to manage risks to
appropriate levels

Maintaining a register of corporate risks which enables them to be recorded
and regularly reviewed

Establishing clear accountabilities and roles

Ensuring that the risk assessment is considered within the budget setting
process and the Medium Term Financial Strategy

4
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e Making the link to corporate improvement priorities

e Learning from incidents and near misses

® Having arrangements to monitor risks involving elected Members and senior
management. (Corporate Performance Assessment Meetings and Corporate
Working Groups are examples of these)

Accountabilities and Roles

A key part of the strategy is to establish clear roles, responsibilities and reporting
lines within the Council.

Audit Committee

The Audit Committee will monitor the effective development and operation of risk
management and corporate governance within the Council. The Committee will
consider the report on the annual risk assessment in January and a further interim
report in September detailing changes in the course of the year.

Cabinet

Together with the Senior Management Team the Cabinet will set the Council’s risk
appetite. They will also work with Senior Management Team and Heads of Service
to provide oversight and information on the management of risk and opportunities
arising from the various options facing the Council.

Cabinet Members

Cabinet Members provide risk management oversight of service provision in the
Directorates aligned with their portfolio.

They must be made aware of the key risks within their portfolio of services and within
any projects or partnerships related to these.

Chief Executive

The Chief Executive leads the Corporate Management Board, Senior Management
Team and the wider corporate governance agenda of which risk management is a
part. The Chief Executive will review an annual governance statement and together
with the Leader consider this and sign it off as appropriate.

Corporate Directors
Together with the Chief Executive they are integral to the risk management process
providing leadership to achieve cultural and organisational change. They are

involved in the management of risks arising from corporate initiatives, business
transformation, major projects, external environment, and partnership working, and
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assessing the wider implications of risk assessments and incidents and near misses
associated with service provision.

They also need to make arrangements to embed risk management within the
services that they have responsibility for, in order to provide assurance to the Chief
Executive. They have responsibility for the delivery of Directorate plans, including
service improvements and efficiencies and the delivery of corporate priorities.

Corporate Performance Assessment Meetings

Led by the Chief Executive; Cabinet, Corporate Management Board and Overview
and Scrutiny Chairs will consider the extent to which business plans are being
delivered and challenge senior officers about progress towards the achievement of
improvement priorities. This will include review of the risks which are relevant to
each priority.

Directorate and Service Management Teams

Managers and management teams have responsibility for delivering services. For
successful delivery, many factors such as objectives, people, budget etc must be
considered. Risk management is just one aspect of the overall management task.
Risks which threaten the successful delivery of services must be identified through
the business planning process. Managers will put in place actions to reduce the
risks. These will be monitored and reviewed to ascertain the effectiveness of actions
taken.

Heads of Service

Heads of Service develop and implement service plans to deliver agreed objectives.
They should ensure that risks and the management of those risks has been explicitly
considered in framing these plans. They must also receive reports of incidents and
near misses and manage the response for those where they have responsibility.

Internal Audit

Internal Audit is an assurance function that primarily provides an independent
opinion on the control environment comprising risk management, internal control and
governance by evaluating its effectiveness in achieving the Council’'s improvement
priorities. It examines, evaluates and reports on the adequacy of the control
environment as a contribution to the proper economic and effective use of resources.

Members

Members collectively are the ultimate policy makers. They will represent their
communities and bring their views into the Council decision making process being
advocates of and for their communities. They contribute to the continual
improvement of Council services and directly to risk management via membership of
the Audit and Overview and Scrutiny Committees.
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Overview and Scrutiny Committees

Overview and Scrutiny Committees develop a forward work programme having
regard to the Council’s corporate priorities and risk management framework. They
review and scrutinise the decisions made by and the performance of Cabinet and
Council officers. They scrutinise the performance of the Council in relation to its
policy objectives and performance targets. They make recommendations to the
Cabinet and Council arising from the outcome of the scrutiny process. They
consider a report of incidents and near misses on an annual basis and ensure that
they are satisfied with the actions taken to prevent a reoccurrence.

Insurance and Risk Officer

The Insurance and Risk Officer will co-ordinate work on the annual risk assessment
and subsequent reviews and act as a point of reference and support. The Insurance
and Risk Officer will also maintain a database of the incidents and near misses and a
report will be provided on an annual basis to the Audit Committee.

Section 151 Officer

The Section 151 Officer is responsible for the proper administration of the Council’s
financial affairs and oversees the production of the risk register prior to its
consideration by Senior Management Team. They must ensure that risks are fully
considered and aligned with the Council’s Medium Term Financial Strategy.

Senior Management Team

Together with the Cabinet the Senior Management Team will set the Council’s risk
appetite. They will also “scan the horizon” for new risks to the Council and the
County Borough. They will provide a view of the medium to long term impacts of
Government policy, financing, business transformation and partnership working.

Senior Management Team will work with Cabinet to produce an annual risk
assessment. They will review the effectiveness of actions put in place by Corporate
Directors and Heads of Service to mitigate risk at other meetings though out the
year.

Senior Management Team will endeavour to ensure that the resources of the
Council are utilised efficiently so that the objectives of the Council are delivered.

Staff

All staff have responsibility for identifying opportunities as well as risks in performing
their day to day duties, and for taking appropriate action to take advantage of
opportunities or limit the likelihood and impact of risks. They also have a
responsibility to report incidents and near misses to their line manager and
contribute to any subsequent investigation.
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Risk Management Methodology

The risk management methodology describes the way in which risks are managed
within the Council.

Part 1 — Setting the Council’s Risk Appetite

Risks must be assessed against the Council’s risk appetite. Risk appetite can be
defined as the amount of risk that an organisation is prepared to accept, tolerate or
be exposed to before it takes protective action. Setting a risk appetite helps the
Council to view risks in a consistent way across all service areas. The Council’s risk
appetite is a residual risk score of 10.

Part 2 - Identifying Risk

Risk identification is not a stand alone activity which is completed in isolation from
the management of service delivery. It is part of the strategic business planning and
performance management processes.

It is concerned with identifying events and their consequences which could impact on
the Council’'s corporate improvement priorities. Consequently, the starting point is
understanding what these are; they are set out within the Corporate Plan.

It can help to use prompts which identify different sources of risk. These include:

e Customer/citizens: Failure to deliver services of a required standard or
misunderstanding their needs

Strategic: doing the wrong things as an organisation; missing opportunities
Finance: losing monetary resources or incurring unacceptable liabilities
Reputation: the Council’s image, loss of public confidence

Legal and regulatory: claims against the Council, non-compliance, new
regulations resulting in new or more severe risks

Information: loss or inaccuracy of data, systems or reported information
Environmental: things outside of our control; environmental impact

People: risks associated with employees, management and Members
Political: political embarrassment, not delivering local or national policies
Partnerships: the risks the Council is exposed to as a result of partnerships

These categories can be used in discussion to identify events that could prevent or
hinder the council from achieving its objectives.

The ideas from these discussions need to be grouped into common themes and
developed into the actual risk.

The risk description should have an event which leads to a consequence which then
has an impact. Eg. A loss of xxxxxxx, will lead to xxxxxxx, resulting in XXxXxxxx.
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When will risks be identified?

Risk identification is not a stand alone activity. It forms part of good governance,
business planning, decision making and performance management. A key
opportunity to identify risk is during the budget process, when the Medium Term
Financial Strategy is being agreed and when Directorate business plans are
considered.

Part 3 - Assessing the raw risk

Once the risks that threaten the achievement of the Council’s corporate improvement
priorities have been identified, the next step is to assess them in terms of the
likelihood that they will occur and the impact if they do. This information will then be
used as a tool to inform professional judgements as to the significance of the risks to
the Council.

The Council has agreed criteria for the levels of likelihood and impact. These are
shown in Tables 1 and 2 below. The definitions for likelihood of occurrence are quite
short. However, because the impact of the risk, should it occur, can be much wider,
there is a more comprehensive set of definitions.

When considering likelihood and impact you should not take into consideration any
existing controls that are in place. The risk score you have will be a raw, inherent or
uncontrolled score.

When both the likelihood and impact have been considered, multiply the likelihood
by the impact to get the overall risk score. This should be mapped on to the matrix
in Table 3. The colours of the matrix are a traffic light system. Those which exceed
the Council’s risk appetite are in the high risk red zone and the

. Low risks are the

The risk score should be used to inform your judgement, rather than dictate how
risks compare and what the priorities should be. The scores help you to identify the
most serious threats and to make decisions about the significance of those risks to
the Council and how, or whether, they should be treated.

Table 1: Description and definitions of LIKELIHOOD of the RISK occurring

Score Description

Highly likely to happen - More than a 80% chance
Likely to happen — 60% to 79% chance

Will possibly happen —40% to 59%

Unlikely to happen — 20% to 39%

Highly unlikely to happen — Less than 20%

2 INW(A~O
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Table 2: Description and definitions of IMPACT of the RISK

Impact | Example Detail Description

Long term loss of service capability

Long term negative perception of council

5 Litigation is certain and impossible to defend
Significant corporate budget realignment
Breaches of law punishable by imprisonment
Medium term loss of service capability
Adverse UK wide publicity

4 Litigation almost certain and difficult to defend
Some corporate budget realignment
Breaches of law punishable by fines

Short term loss of service capability

Adverse Wales wide publicity

3 Litigation to be expected

Budget adjusted across service areas
Breaches of major statutory duty

Short term disruption to service capability
Adverse local publicity

2 High potential for complaint, litigation possible
Financial implications contained within the Directorate
Breaches of statutory regulations/standards
No significant disruption to service capability
Unlikely to cause any adverse publicity

1 Unlikely to cause complaint or litigation
Financial implications contained within service area
Breaches of local procedures or standards.

Now that the raw risk score has been calculated, you can plot the risks on to the risk
prioritisation matrix in Table 3. This will be a guide of their relative significance to the
Council, and how they will be managed.

Table 3: Risk Prioritisation Matrix

Likelihood
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Part 4 - Managing and controlling risks

Having considered how corporate risks should be identified and assessed for
likelihood and impact, it is necessary to consider how risks can be managed and
controlled. The risk score should not dictate the level of management required,
however it should be taken into consideration as it does point to matters that will
require managing.

This involves:
Assessing the raw risk against the Council’s risk appetite

The degree to which a raw risk is tolerable should be considered against the
Council’s risk appetite score of 10. Table 3 identifies which risks are high (red zone),
medium ( ) or low ( ).

Assigning ownership to manage the raw risk to specific officers
The following is a guide to the correct level of ownership.

Red Risks — These are high risks that exceed the Council’s risk appetite.
They require active management by senior officers. The risk owner will be a
member of and report to the Corporate Management Board

— These are medium risks that exceed the Council’'s risk
appetite. These should be closely monitored by the risk owner who will be a
Director or Head of Service

— These risks are within the Council’s risk appetite and will be
managed and monitored within the service.

Assessing the method of control
The Council could tolerate the risk, treat it, terminate it or transfer it to a third party.

The cost and effectiveness of controls is a key consideration and needs to be
balanced against the potential consequences (reputational, financial or otherwise) if
the event occurred. The cost of implementing and operating the control should not
normally exceed the maximum potential benefit.

Depending on the circumstances controls will probably fall under one of four basic
approaches

e Tolerate the risk. The risks arising from an activity will be scored as part of a
risk assessment process. If the score is low, the correct response might be to
recognise that the activity brings risk, but still continue with it. You would
typically take this approach when it is not cost effective to take action,
because the likely impact of the risk, should it occur, is minimal. When a
decision is made to tolerate a risk, the reason should be documented. In
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addition, you should continue to monitor the risk so that you can ensure that
your decision remains sound.

e Treat the risk. This is the most widely used approach. The purpose of
treating a risk is to continue with the activity, but at the same time take action
to bring the risk to an acceptable level. This is done through either:

containment actions. These lessen the likelihood or consequences and are
applied before the risk materialises

or
contingent actions. These are pre planned responses that will reduce the
impact after the risk has happened.

e Terminate the risk. This involves stopping an activity altogether, or doing
things differently so that the risk is removed.

e Transfer some aspects of the risk to a third party. The transfer of risk to
another organisation can be used to reduce the financial exposure of the
Council and/or pass the risk to another organisation which is more capable of
effectively managing it. An example would be the transfer of a risk through
the terms of a legal contract, such as an insurance policy. The Council has
an Insurance Strategy which is shown in Appendix 1.

The cost of management and control should be understood and be proportionate to
the risk being addressed. Resources should be expended on the higher level risks
that need active management.

The reasons why a particular course of action has been taken should be
documented and the decision implemented by the risk owner.

Part 5 — Assessing the residual risk

By this stage the risks have been identified and analysed and each has a raw or
uncontrolled risk score. In addition you have assessed the available controls and
made decisions about which are appropriate and will be put in place. These
controls will either make the likelihood that the risk will come to fruition less or they
will reduce the impact of the risk in the event that it takes place.

As the likelihood or impact of the risk has changed you now need to rescore the risk,
taking these changes into consideration. The resulting number is the residual risk
score.

The mapping of the score on to the matrix in Table 3 should be repeated to record
the residual risk. This will show what influence the controls have had. The
residual risk score should be lower than the raw risk score. Ifitisn’t, the
mitigation measures are just having the effect of stopping the risk from
deteriorating. The residual risk score needs to be at an acceptable level when
considered against the Council’s risk appetite. If the score does not reduce the
risk to an acceptable level you should consider the effectiveness and adequacy
of the controls.
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Part 6 - Recording and Reviewing Risks

It is necessary to monitor action plans to regularly report on the progress being made
in managing risk. Alternative action will be needed if those actions initially taken
prove ineffective.

All the information relating to the identified risks should be recorded in a risk register.
This information should, as a minimum, include: the link to the corporate
improvement priorities, a description of the risk; its impact; the raw risk score, the
controls in place or being put in place; the residual risk score and the risk owner.
This document needs to be formally approved by the Council and this will be done by
the Audit Committee in January each year following prior review by Senior
Management Team and Cabinet in December.

Circumstances and business priorities can change, and therefore risks need to be
regularly reviewed. The higher the risk, the more frequent the review. The corporate
risk register will be reviewed quarterly by Senior Management Team and at
Corporate Performance Assessment meetings. This is required because:

e Previously identified risks will change over time.
e New risks arising will need to be added.

e |t might be appropriate to delete risks. However, when this is done a record of
the reasons for this should be kept.

Prior to review at Senior Management Team, the Insurance & Risk Officer will
contact the Directorate Business Managers and ascertain what changes to the risk
assessment are proposed by the Directorate. These proposals will be included
within the report to Senior Management Team for their consideration.

A timeline for the review process is shown as Appendix 2.

Whilst there is no prescribed process for review, the following is an example of how it
could be approached.

Go through the risks listed in the register to consider:

Are the risks still relevant?

Have circumstances surrounding the risks changed?

What progress has been made in managing the risk?

Given the progress made, do the risk scores need revising?

Are any further controls needed? If so, what should these be?

Have any new risks arisen. Perhaps arising out of an adverse event or a new
partnership or legislation.

The risk register should then be updated to reflect these changes. A report will be
made to the Audit Committee each September.
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Appendix 1 - Insurance Strategy
What is Insurance?

All activities involve a certain degree of risk, for example of fire or accident. If these
risks come to fruition they will have a financial impact. Insurance is a risk mitigation
measure whereby one organisation can transfer the financial impact of the risk to
another.

This transfer is achieved when a business which provides insurance agrees to take
on some of the risks of another organisation in exchange for a fee, known as a
premium. It does this by providing an insurance policy, which is a legally binding
contract. The premium, and the terms and conditions of the policy are based on the
likelihood of the risk happening and its value. The insurer collects premiums on a
number of policies and pools these funds, which it then invests to increase the
amount of money held. Should the insured make a claim on a policy; the insurer will
meet the claim from the pool of funds. The insurer will seek to make a profit and will
be planning for the total premiums it receives in any one year, together with any
money it can make through investments, to exceed the total claims it has to pay out.

The benefits of Insurance to Bridgend County Borough Council
Insurance provides the council with many benefits:

1) It protects it against the financial consequences of unexpected incidents.

2) It encourages the council to undertake activities, and invest with confidence,
knowing that losses will be shared with the Insurer. This will benefit the local
economy and the community.

3) Insurance companies provide expert advice about how the council can
prevent or control losses.

4) The council does not need to maintain such significant sums of money in
reserve to fund future possible losses. Funds can be released for more
productive use.

5) There are social benefits. If someone is injured and it is as a result of the
council’s negligence, insurance provides them with compensation for their
injuries.

6) We have access to external claims handling expertise.

However, Insurance does not provide a panacea to all issues around risk of loss.
This is because it rarely provides full financial compensation for the loss, it may be

considered uneconomic, there are exclusions and there will be some delays in the
restoration of assets to full use.
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What risks can be insured?

Not all risks are insurable. To be insurable, the risk must have certain
characteristics:

1) The loss must be fortuitous. It can’t be inevitable and must be unexpected.

2) It must be possible to allocate a financial value against the results of the
incident.

3) The council must have an “insurable interest”. This exists if the council would
suffer a loss if an event happened. Typically, insurable interest is established
by ownership, possession, or a direct relationship.

4) The only possible result of the event happening must be a loss rather than a
profit.

5) The loss must be tied in to a specific identifiable event having happened.

What risks will the council insure?

The council’s activities result in a certain amount of predictable financial loss. There
is no point in insuring these losses because the Insurance Company will want a
pound in premium for each pound it anticipates it will pay in claims. In addition it will
charge a further amount for its administrative expenses, profit and insurance
premium tax. In these circumstances the purchase of insurance is uneconomic.

The council will insure losses which would have a significant impact on budgets and
the provision of services. This is generally achieved by purchasing insurance with a
deductible. The overall exposure to financial loss is controlled by an aggregate
deductible. This caps losses incurred in any one year to a certain amount.

The council will also buy insurance when it has to by law or where the provision of
the insurance provides additional benefits which enable the activity to take place.

What information should be provided to Insurers?

The Insurance Act 2015 puts a duty on policy holders to make a “fair presentation” of
the risk. This means that it must disclose to its Insurers all information, facts and
circumstances which are, or ought to be, known to it, which are material to the risk.
This is an ongoing duty and so if anything changes during the term of the Insurance
this should be disclosed during the policy period. A “material” circumstance is one
which would influence the judgement of a prudent underwriter in considering whether
to provide insurance and, if so, on what basis and cost. This means that the Council
is required to ascertain and disclose every material circumstance which is known by
its “senior management” and by the individuals who are responsible for arranging its
insurance.

The Council is also required to conduct a “reasonable search” for material
information it ought to know that is available to it, which includes material information
held by others outside the organisation, and by those to be covered by the
insurance.
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How will the council maintain the insurance arrangements?

The council will seek to keep its insurance arrangements in order so that if a loss
occurs they respond in the way intended. In particular the council will:

1)
2)
3)
4)
5)

6)

Undertake a quinquennial review of its buildings sums insured. Between
reviews sums insured will be amended in line with indices provided by the
Royal Institute of Chartered Surveyors.

Be aware of the policy wordings and understand what they mean.

Keep insurers appraised of changing risk features which will have a material
impact on the way Insurers perceive risk.

Maintain comprehensive records of insurance including Insurance Policy
documentation.

Employ the services of a professional insurance broking company who can
provide expert advice

Only transfer risks to Insurance Companies which are financially strong.
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Appendix 2 - Risk Management Timeline 2019 - 20

Timeline Responsibility Action

January 2019 Audit Committee Considers the 2019-20 risk assessment and agree
proposed changes to the Risk Management Policy

February 2019 Cabinet/Council Considers the 2019-20 risk assessment in conjunction
with the Medium Term Financial Strategy

March 2019 CPA Risk assessment considered at quarter 3 2018-19
CPA

April 2019

May 2019

June 2019 CPA Risk assessment considered at quarter 4 2018-19
CPA

July 2019 SMT Review of the 2019-20 risk assessment

August 2019 Audit Committee Audit Committee considers the changes made to the
2019-20 risk assessment

September 2019

October 2019 SMT Review of the 2019-20 risk assessment

November 2019 CPA Risk assessment considered at quarter 2 2019-20
CPA

December 2019 Cabinet Consider draft 2020-21 risk assessment

January 2020 SMT Consider draft 2020-21 risk assessment and agree
proposed changes to the Risk Management Policy

Audit Committee Considers the 2020-21 risk assessment

February 2020 Cabinet/Council Considers the 2020-21 risk assessment in conjunction
with the Medium Term Financial Strategy

March 2020 CPA Risk assessment considered at quarter 3 2019/20 CPA
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APPENDIX C

Bridgend County Borough Council

Incident and Near Miss Reporting
Procedure

(Excluding Health and Safety)

January 2019
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1. Introduction

This procedure describes the process for the reporting and investigation of all types
of incidents and near misses (other than those relating to Health and Safety)
within the Council, which could, if they had come to fruition, have impacted on the
Council’s ability to achieve its corporate objectives. This procedure applies equally to
incidents involving employees, Members, contractors, visitors and members of the
public who are affected by the work of the Council. This includes but is not limited to
the management of finance, service failures, communications and public profile,
information technology breaches and so on.

2. Statement of intent

Incident and near miss reporting is a key element of good risk management. When
something goes wrong, an investigation should take place to identify how and why
this happened. This should lead to a change in practice to ensure, where possible,
that it does not happen again. In this way, lessons can be learnt to reduce the risk of
the Council failing to achieve its objectives.

In order to enable learning to take place, the Council seeks to promote an open and
fair organisational culture and to encourage the reporting of incidents when things
have gone wrong. This means that disciplinary action will be considered only where
there is evidence of willful negligence, acts of a malicious nature or gross/repeated
misconduct. Should disciplinary action be appropriate, the investigation would then
be managed in accordance with Council’s policy and procedures.

3. Links with Financial Procedure Rules and Risk Management
Policy

This procedure supports Chief Officers in the successful execution of their duties
contained in Section 26 of the Council’'s Financial Procedure Rules. Section 26 says
that “Chief Officers shall be responsible for the identification, classification and
control of all risks falling within their areas of responsibility”. It also says that they
should undertake regular reviews of risks within their Directorate. The Incident and
Near Miss Reporting procedure will assist them to identify and record what happens
and this will feed into their review and assessment of risk. The method by which
risks are reviewed is contained in the Council’'s Risk Management Policy.

4. Definitions

Incident — any event or circumstance that led to harm to the Council or other
occurrence that could impact on the Council’s ability to achieve its objectives.

Example: A deadline for the application of a grant is missed and a transport
improvement scheme cannot proceed.
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Example: The Council becomes dependent on an outsourced contractor which
suddenly ceases trading, leaving the Council unable to deliver certain functions.

Example: A pipe bursts in Civic Offices over a weekend which is not discovered until
Monday morning. Extensive damage happens leaving certain areas unable to be
occupied. Alternative workspace has to be found at short notice.

Example: The Council experiences a cyber-attack and key tasks such as the
payment of benefits cannot be completed on time.

Near-miss — an incident that did not lead to harm, but could have done.

Example: A misprint on a ballot paper is discovered just before an election and
replacements have to be printed at the last moment.

Example: A care home experiences financial difficulties and the Council steps in to
protect the welfare of vulnerable people.

Example: Torrential rain is experienced and a school narrowly avoids being flooded.
Example: Vital data is lost but can be recovered from a backup.

5. Reporting an incident

It is essential that an Incident Report Form is completed for all incidents and near
misses (other than those relating to Health and Safety) as soon as possible
before the memory fades. This form, which is found at Appendix 1 is available via
the Intranet (under R for Risk Management) and can be submitted electronically or
as a hard copy. All the information required on the form should be provided. The
person experiencing or witnessing the incident must complete Part 1 immediately
after the occurrence and then forward this to their Line Manager who will complete
Part 2.

Part 2 includes an assessment of the incident or near miss. The responsible Line
Manager records what investigation has been carried out and action taken to prevent
a reoccurrence. To make sure this assessment is objective it should be scored using
the measurements for likelihood and impact contained in Appendix 2. The score for
likelihood is multiplied by the score for impact to reach an overall score for the
incident or near miss.

The score will place it somewhere within the prioritisation matrix shown in Table 3 of
Appendix 2. If in the opinion of the Line Manager the incident falls into the red zone,
which is a score of 15 and above, the Line Manager, following consultation with the
Head of Service or member of staff at an appropriate level, will verbally report the
incident to a Corporate Director. Following the verbal report a high priority email
containing the Incident Report Form or a full description of the incident will be sent to
the Corporate Director, with a copy being sent to the Insurance and Risk Officer. The
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Corporate Director will then have responsibility to determine the appropriate response
and action.

If the score is less than 15, it will fall into either the or . In
these circumstances the completed Incident Report Form should be forwarded to the
Head of Service, or if the Line Manager does not report to a Head of Service, straight
to the Corporate Director. It should be copied to the Insurance and Risk Officer.

In the event of an incident being reported to them by a Line Manager within their
area of responsibility, Heads of Service are required to check the score allocated. If
it is in the between 1 and 9 they are responsible for the response. Ifitis
in the between 10 and 12 they must report the matter to their Directorate
Management Team. If they think that the score is in the red zone between 15 and 25
they will immediately notify their Corporate Director. The completed Incident Report
Form should be copied to the Insurance and Risk Officer. The Head of Service will
ensure that an investigation has been carried out and that action has been or is
being taken. They must satisfy themselves as to the adequacy of the plan of action
and keep this under review so that they can be sure that actions are being followed

up.

On receipt of a finalised Incident Report Form, the Insurance and Risk Officer will add
the incident to a database. The information on the database will assist with the
assessment of corporate risk as required by the Corporate Risk Management policy.

When an incident occurs all evidence should be protected and secured in case of the
need for further investigation.

Any incident involving an employee occurring outside the Council premises, where
the person involved was engaged in activities directly related to their duties must be
treated in the same way as any other incident.

6. Roles

A flowchart of the responsibilities for reporting and investigating incidents and near
misses is provided in Appendix 3. The details of each of the roles are provided
below.

All employees

All employees have a responsibility to report incidents to their Line Manager and to
contribute to any subsequent investigation. They report the incident or near miss by
completing the form at Part 1 of Appendix 1.

Line Managers

In the event of an incident occurring which involves an employee or other person
within their team and/or area of responsibility, Line Managers are required to ensure
that the incident is reported to their Head of Service, or if they do not report to one, to
their Corporate Director. To do this they must use the form at Part 2 of Appendix 1.
They must conduct an appropriate investigation, see what lessons should be learnt,
score the incident and prepare a plan of action.
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If in the opinion of the Line Manager the incident falls into the red zone, which is a
score of 15 and above, the Line Manager, following consultation with the Head of
Service or member of staff at an appropriate level, will verbally report the incident to a
Corporate Director. Following the verbal report a high priority email containing the
Incident Report Form or a full description of the incident will be sent to the Corporate
Director, copied to the Insurance and Risk Officer.

Heads of Service

In the event of an incident being reported to them by a Line Manager within their
area of responsibility, Heads of Service are required to check the score allocated. If
the score is between 1 and 9, the , they are responsible for the response.
If the score is between 10 and 12, the , they must report the matter to
their Directorate Management Team. If they think that the score is between 15 and
25, the red zone, they will immediately notify their Corporate Director. The Head of
Service will ensure that an investigation has been carried out and that action is
taken. This will include making sure that there has been a proper investigation and
satisfying themselves as to the adequacy of any plan of action and keeping this
under review so that they can be sure that actions are being followed up.

Directorate Management Team

Where the incident or near miss scores 10, or above, the , the Head of
Service will bring it to the attention of the Directorate Management Team. The
Directorate Management Team will satisfy themselves as to the score allocated and
report any scores of 15 and over, the red zone, to the Corporate Management Board.
They will review the investigation and ensure that the action plan is satisfactory and
is being followed up. They will record and review the management of the incident and
the associated risk(s). The Directorate Management Team will ensure that the
necessary lessons are learnt from the incident and that any necessary training is
completed. They will make sure that that any risk reduction measures continue to be
effective. The actions taken will be recorded using the form at Part 3 of Appendix 1.

The Corporate Management Board

The Corporate Management Board needs to know about, and be satisfied with, the
response to incidents and near misses which have a score of 15 and above. These
are situated in the red zone.

If it is immediately obvious to a Line Manager, following consultation with their Head
of Service that the score is 15 and above the Corporate Director should have already
received immediate notification. If it is initially thought that the risk score is 12 or
less, but it is subsequently increased by the Directorate Management Team then the
Corporate Management Board will have been informed. The relevant Corporate
Director will be responsible for making sure that approved corrective action plans are
produced and implemented and that these are fully documented and monitored in
order to ensure their completion.
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The Chief Executive

The Chief Executive has ultimate responsibility for risk management within Bridgend
County Borough Council and will ensure that all incidents are dealt with according to
the Council’s policy and procedures.

The Insurance and Risk Officer

The Insurance and Risk officer will maintain a database of the incidents and near
misses. This data base will be used in the assessment of corporate risk as required
by the Corporate Risk Management policy. A report will be provided on an annual
basis to the Audit Committee summarising the incidents and near misses recorded
and the action taken to prevent a reoccurrence.

Audit Committee

The Audit Committee will consider a report of incidents and near misses on an annual
basis and ensure that it is satisfied with the action taken to prevent reoccurrence.

Page 62



Appendix 1

Incident report form

Please complete and submit this form to your Line Manager.

Use this form for all incidents and near misses (other than those relating to
Health and Safety). Any employee with knowledge of the incident may fill in
the form.

PART 1 - to be completed by the person(s) experiencing or witnhessing
the incident within 24 hours of the event and passed to their Line
Manager.

Job

Name: itle:

Date: Time: Location:

Description of incident or near miss

Cause (including any contributory factors):

Impact of incident or near miss:

Immediate action taken to prevent recurrence, if any:

Signature (or name if electronic): Date:
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Part 2 — To be completed by the Line Manager and sent to Head of Service with a copy
to the Insurance and Risk Officer.

Name

Date: Team: Service:

Do %/ou agree that the contents of the Part 1 form are correct? If not why
not”

What, investigation and action has been undertaken or is required to prevent
recurrence?

Are there any lessons to be learnt from this incident?

Scoring - Likelihood X Impact = Score

Signature (or name if electronic): Date:
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Part 3 — To be used by the Directorate Management Team when a report is
made to them concerning an incident (other than those relating to Health and
Safety).

Date received:

Head of Service:

Is further action

Has the risk been eliminated? required?

If further action required, please
describe:

Signature (or name if electronic): Date:
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Appendix 2

The response to the incident or near miss is governed by its score. Consequently it
is important that the scoring mechanism is applied correctly.

Once an incident or near miss has been identified that threatens the achievement of
the Council’'s objectives, the next step is to assess it in terms of what was the
likelihood of the incident or near miss happening and what was or could have been
the impact to the Council.

The Council has agreed criteria for assessing the levels of likelihood and impact.
These are shown in Tables 1 and 2 below. The incident or near miss has already
taken place, so the likelihood score has to be assessed with the benefit of hindsight.
The impact of a near miss should be assessed as if it had happened.

When both the likelihood and impact have been considered, multiply the likelihood
by the impact to get the overall score. This should be mapped on to the matrix in
Table 3. The colours of the matrix are a traffic light system that denotes the
response to the event. High scores to be notified to Corporate Management Board
are the red zone, the are the scores that stay with the Directorate
Management Team and low scores are in the which are under the
control of the Head of Service.

Table 1: Description and definitions of the likelihood of the incident or near
miss occurring

Score Description

It was highly likely to happen - More than an 80% chance
It was likely to happen — A 60% to 79% chance

It may or may not have happened — A 40% to 59% chance
It was unlikely to happen — A 20% to 39% chance

It was highly unlikely to happen — Less than a 20% chance

S INW(~O
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Table 2: Description and definitions of the impact of the incident or potential
impact of a near miss

Impact | Example Detail Description

Long term loss of service capability

Long term negative perception of council

5 Litigation is certain and impossible to defend
Significant corporate budget realignment
Breaches of law punishable by imprisonment
Medium term loss of service capability
Adverse UK wide publicity

4 Litigation almost certain and difficult to defend
Some corporate budget realignment
Breaches of law punishable by fines

Short term loss of service capability

Adverse Wales wide publicity

3 Litigation to be expected

Budget adjusted across service areas
Breaches of major statutory duty

Short term disruption to service capability
Adverse local publicity

2 High potential for complaint, litigation possible
Financial implications contained within the Directorate
Breaches of statutory regulations/standards
No significant disruption to service capability
Unlikely to cause any adverse publicity

1 Unlikely to cause complaint or litigation
Financial implications contained within service area
Breaches of local procedures or standards.

Now that the score has been calculated, you can plot it against the matrix in Table 3.
This shows you how the response should be managed. The red zone is managed
by the Corporate Management Board, the amber zone by the Directorate
Management Team and the green zone by the Head of service.

Table 3: Incident and Near Miss Prioritisation and Response Matrix

Likelihood
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Appendix 3

Incident reporting flowchart

Person involved in/witnessing incident

e Inform your Line Manager and complete Part 1 of the Incident Report Form.
e Forward Part 1 to responsible Line Manager as soon as possible.

\Z

Line Manager

e Investigate, score incident and prepare action plan

¢ Reportincident to the Head of Service or in the absence of a Head of Service to a Corporate Director.
Complete Part 2 of the incident report form

e Following consultation with the Head of Service Scores in the red zone are also reported to the

Corporate Director

e Forward a copy Part 2 of the Incident report Form to Insurance and Risk officer Insurance & Risk Officer

e Maintain a database of all
\l/ incidents and near misses

e Use database in the
assessment of corporate risk
and report to Audit Committee

Head of Service

e  Check score allocated

e  Take responsibility for , report amber zone to DMT and red zone to Corporate
Director.

e Ensure an appropriate investigation has been completed and be satisfied with action plan.

o Keep actions under review.

v

DMT

Check the amber score received

Take responsibility for amber zone and report red zone to CMB.

Ensure an appropriate investigation has been completed and be satisfied with action plan.
Keep actions under review

CcCvmB

e  Take responsibility for red zone risks.

e Ensure an appropriate investigation has been completed and that approved corrective action
plans are produced and implemented.

e Keep actions under review to ensure their completion.
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Agenda Iltem 6

BRIDGEND COUNTY BOROUGH COUNCIL

REPORT TO AUDIT COMMITTEE
17 JANUARY 2019
REPORT OF THE INTERIM HEAD OF FINANCE & SECTION 151 OFFICER

TREASURY MANAGEMENT STRATEGY 2019-20

1. Purpose of the Report

1.1 The purpose of this report is to present the:-

e proposed Treasury Management Strategy for 2019-20, which includes
the:-
o Borrowing Strategy 2019-20
o Investment Strategy 2019-20
o Treasury Management Indicators for the period 2019-20 to 2021-22

2. Connection to Corporate Improvement Objectives/Other Corporate
Priorities

2.1 This report assists in the achievement of the following corporate priority:

. Smarter use of resources — ensuring that all its resources (financial,
physical, human and technological) are used as effectively and
efficiently as possible and support the development of resources
throughout the community that can help deliver the Council’s priorities.

2.2  The work of the Audit Committee supports corporate governance and assists in
the achievement of all corporate and service objectives. Prudent treasury
management arrangements will ensure that investment and borrowing decisions
are made ensuring the smarter use of financial resources and hence assist
achievement of Corporate Priorities.

3. Background

3.1 To ensure effective scrutiny of treasury management in accordance with the
Treasury Management Strategy (TMS), Audit Committee has been nominated
to be responsible for ensuring effective scrutiny of the TMS and policies.

3.2  The Council manages its Treasury Management activities in accordance with
the Local Government Act 2003, and associated guidance:-

e The Chartered Institute of Public Finance and Accountancy’s (CIPFA)
Treasury Management in the Public Services: Code of Practice 2017 Edition
(the CIPFA Code), requires the Council to approve a Treasury Management
Strategy (TMS) before the start of each financial year (TMS 2019-20 in
Appendix A).
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4.1

4.2

5.1

7.1

e The Welsh Government (WG) issued revised Guidance on Local Authority
Investments in April 2010, which requires the Council to approve an
Investment Strategy prior to the start of each financial year (Appendix A-
Section 5)

e In 2017 CIPFA published a new version of the Prudential Code for Capital
Finance in Local Authorities (the Prudential Code). The updated Prudential
Code includes a new requirement for local authorities to provide a Capital
Strategy, which is a summary document approved by full Council covering
capital expenditure and financing, treasury management and non-treasury
investments. The Council’'s Capital Strategy, complying with CIPFA’s
requirement, will be approved together with the TMS by full Council in
February 2019 and will now include the Prudential Indicators which in
previous years were included in the TMS along with details regarding the
Council’s non-treasury investments. The Capital Strategy and TMS are
interlinked as borrowing and investments are directly impacted by capital
plans.

Current Situation / Proposal

The TMS 2019-20 (Appendix A) confirms the Council’'s compliance with the
CIPFA Code, which requires that formal and comprehensive obijectives,
policies and practices, strategies and reporting arrangements are in place for
the effective management and control of treasury management activities, and
that the effective management and control of risk are the prime objectives of
these activities.

The TMS 2019-20 is to be presented to Council for approval in February 2019
and whilst the main body will remain unchanged there may be variations to
some of the figures if there are any changes (such as the capital programme)
to reflect the most up to date information.

Effect upon Policy Framework & Procedure rules

Paragraph 20.3 of the Financial Procedure Rules (FPR) within the Council’s
Constitution requires that all investments and borrowing transactions shall be
undertaken in accordance with the Council’'s Treasury Management Strategy
as approved by Council. Paragraph 20.8 of the FPR sets the Audit Committee’s
responsibility to ensure effective scrutiny of the Treasury Management policies
and practices.

This report is designed to ensure compliance with the above requirements.
Equality Impact Assessment

There are no equality implications.

Well-being of Future Generations (Wales) Act 2015 Implications

The well-being goals identified in the Act were considered in the preparation of

this report. The wellbeing objectives are designed to complement each other
and are part of an integrated way of working to improve wellbeing for the people
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in Bridgend Council. In developing the TMS, officers have considered the
importance of balancing short-term needs for cash flow management and
minimising the revenue costs of debt with longer-term objectives of managing
the Council’s long term debt maturity profile.

8. Financial Implications

8.1  These are reflected within the report.

9. Recommendation

9.1  Members give due consideration to the Treasury Management Strategy 2019-
20 and recommend that it is presented to Council for approval in February 2019
(Appendix A).

Gill Lewis

Interim Head of Finance and Section 151 Officer
20 December 2018

Contact Officer: Karin Thomas, Loans & Investment Officer
Telephone: 01656 643198

E-mail: karin.thomas@bridgend.gov.uk

Postal Address: Raven’s Court, Brewery Lane, Bridgend, CF31 4AP

Background documents

CIPFA Code of Practice on Treasury Management in Local Authorities (2017)
CIPFA Prudential Code for Capital Finance in Local Authorities (2017)
Treasury Management Strategy 2018-19 and 2019-20
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1.0 INTRODUCTION

Treasury management is the management of the Council’s cash flows, borrowing
and investments, and the associated risks. The Council is exposed to financial risks
including the loss of invested funds and the revenue effect of changing interest rates.
The successful identification, monitoring and control of financial risk are therefore
central to the Council’s prudent financial management.

Treasury risk management at the Council is conducted within the framework of the
Chartered Institute of Public Finance and Accountancy’s (CIPFA) Treasury
Management in the Public Services: Code of Practice 2017 Edition (the CIPFA
Code) which requires the Council to approve a Treasury Management Strategy
(TMS) before the start of each financial year. In addition, the Welsh Government
issued revised Guidance on Local Authority Investments in March 2010 that requires
the Council to approve an Investment Strategy before the start of each financial year.
This report fulfils the Council’s legal obligation under the Local Government Act 2003
to have regard to both the CIPFA Code and the Welsh Government Guidance.

In 2017 CIPFA also published a new version of the Prudential Code for Capital
Finance in Local Authorities (the Prudential Code). The updated Prudential Code
includes a new requirement for local authorities to provide a Capital Strategy, which
is a summary document approved by full Council covering capital expenditure and
financing, treasury management and non-treasury investments. The Council’s Capital
Strategy, complying with CIPFA’s requirement, will be approved together with the
TMS by full Council in February 2019 and will now include the Prudential Indicators
which in previous years were included in the TMS, along with details regarding the
Council’s non-treasury investments. The CIPFA Code also requires the Council to set
a number of Treasury Management Indicators which are forward looking parameters
and enable the Council to measure and manage its exposure to treasury
management risks and these are included throughout this TMS. The Capital Strategy
and TMS should be read in conjunction with each other as they are interlinked as
borrowing and investments are directly impacted upon by capital plans.

The Council has an integrated TMS where borrowing and investments are managed
in accordance with best professional practice which is assessed either from internal
expertise or consultation with our external advisers. The Council borrows money
either to meet short term cash flow needs or to fund capital schemes approved within
the capital programme. Therefore any actual loans taken are not associated with
particular items of expenditure or assets. The Council is exposed to financial risks
including the potential loss of invested funds and the revenue effect of changing
interest rates. The successful identification, monitoring and control of risk are
therefore central to the Council’'s TMS. In accordance with Welsh Government
Guidance, the Council will be asked to approve a revised TMS should the
assumptions on which this is based change significantly. Such circumstances would
include, for example, a large unexpected change in interest rates, the Council's
capital programme or the level of its investment balance. There is also a half year
review of the TMS which is presented to Council for approval.

The Council delegates responsibility for the implementation and regular monitoring of
its treasury management policies and practices to Cabinet, and for the execution and
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administration of treasury management decisions to the Section 151 Officer, who will
act in accordance with the organisation’s strategy, Treasury Management Practices
(TMP) and CIPFA’s Standard of Professional Practice on Treasury Management.
Council will receive reports on its treasury management activities, including as a
minimum, an annual strategy in advance of the year, a mid-year review and an
annual report after its financial year end. Quarterly reports will also be received by
Cabinet. The Council nominates the Audit Committee to be responsible for ensuring
effective scrutiny of the treasury management strategy and policies.

2.0 ECONOMIC CONTEXT

Economic background: The UK’s progress negotiating its exit from the European
Union, together with its future trading arrangements, will continue to be a major
influence on the Council’'s TMS for 2019-20. Following the Bank of England’s
decision to increase the Bank Rate from 0.50% to 0.75% in August, no changes to
monetary policy has been made. However, the Bank expects that should the
economy continue to evolve in line with its November forecast, further increases in
Bank Rate will be required to return inflation to the 2% target. The Monetary Policy
Committee (MPC) continues to reiterate that any further increases will be at a
gradual pace and limited in extent.

Credit outlook: The big four UK banking groups have now divided their retail and
investment banking divisions into separate legal entities under ringfencing
legislation. Bank of Scotland, Barclays Bank UK, HSBC UK Bank, Lloyds Bank,
National Westminster Bank, Royal Bank of Scotland and Ulster Bank are the
ringfenced banks that now only conduct lower risk retail banking activities. Barclays
Bank, HSBC Bank, Lloyds Bank Corporate Markets and NatWest Markets are the
investment banks. Credit rating agencies have adjusted the ratings of some of these
banks with the ringfenced banks generally being better rated than their non-
ringfenced counterparts.

The Bank of England released its latest report on bank stress testing, illustrating that
all entities included in the analysis were deemed to have passed the test once the
levels of capital and potential mitigating actions presumed to be taken by
management were factored in, and they did not require any bank to raise additional
capital.

European banks are considering their approach to Brexit, with some looking to
create new UK subsidiaries to ensure they can continue trading in the UK. The credit
strength of these new banks remains unknown, although the chance of parental
support is assumed to be very high if ever needed. The uncertainty caused by
protracted negotiations between the UK and EU is weighing on the creditworthiness
of both UK and European banks with substantial operations in both jurisdictions.

Interest rate forecast: Following the increase in Bank Rate to 0.75% in August
2018, the Council’s treasury management adviser Arlingclose’s most likely scenario
is forecasting two more 0.25% hikes during 2019-20 to take official UK interest rates
to 1.25% by December 2019. The Bank of England’s MPC has maintained
expectations for slow and steady rate rises over the forecast horizon. The MPC
continues to have a bias towards tighter monetary policy but is reluctant to push
interest rate expectations too strongly. Arlingclose believes that MPC members
consider both that ultra-low interest rates result in other economic problems, and that
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higher Bank Rate will be a more effective policy weapon should downside Brexit
risks crystallise when rate cuts will be required.

The UK economic environment remains relatively soft, despite seemingly strong
labour market data. Arlingclose’s view is that the economy still faces a challenging
outlook as it exits the European Union and Eurozone growth softens. Whilst
assumptions are that a Brexit deal is struck and some agreement reached on
transition and future trading arrangements before the UK leaves the EU, the
possibility of a “no deal” Brexit still hangs over economic activity. As such, the risks
to the interest rate forecast are considered firmly to the downside.

Table 1: Arlingclose (Council’s TM Advisers) central interest rate forecast December
2018

B 3 month 1 year 5 year | 10 year | 20 year 50 year
ank . : ! ’
Rate money money gllt g_llt gllt g_||t
market rate market rate yield yield yield yield
Dec 2018 | 0.75 0.90 1.15 1.15 1.50 2.00 1.90
Mar 2019 | 0.75 0.95 1.25 1.25 1.65 2.10 1.95
June 2019 1.00 1.10 1.35 1.35 1.70 2.20 2.00
Sept 2019 1.00 1.30 1.50 1.50 1.80 2.20 2.00
Dec 2019 1.25 1.40 1.70 1.50 1.80 2.20 2.00
Mar 2020 1.25 1.40 1.60 1.40 1.75 2.20 2.00
Jun 2020 1.25 1.40 1.50 1.35 1.75 2.20 2.00
Sept 2020 1.25 1.35 1.40 1.35 1.70 2.20 2.00
Dec 2020 1.25 1.35 1.35 1.30 1.70 2.20 2.00
Mar 2021 1.25 1.35 1.35 1.30 1.70 2.20 2.00
Jun 2021 1.25 1.35 1.35 1.30 1.70 2.20 2.00
Sept 2021 1.25 1.35 1.35 1.30 1.70 2.20 2.00
Dec 2021 1.25 1.35 1.35 1.30 1.70 2.20 2.00
Average 1.13 1.27 1.40 1.33 1.70 2.18 1.99

3.0 EXTERNAL DEBT AND INVESTMENT POSITION

On the 315t December 2018, the Council held £96.87 million of borrowing and £33.00
million of investments. The external debt and investment position is shown in table 2
below and more detail is provided in section 4.0 Borrowing Strategy and section 5.0
Investment Strategy. Forecast changes in these sums are shown in the balance
sheet analysis in table 3 below.

Where a Council finances capital expenditure by debt, it must put aside revenue
resources to repay that debt in later years and this amount charged to revenue is
called the Minimum Revenue Provision (MRP).The Local Authority (Capital Finance
and Accounting) (Amendment) (Wales) Regulations 2008 requires the Council to
produce and approve an Annual Minimum Revenue Provision (MRP) Statement
before the start of the financial year that details the methodology for the MRP charge
and this is detailed in the Council’s Capital Strategy. The underlying need to borrow
for capital purposes is measured by the Capital Financing Requirement (CFR), while
usable reserves and working capital are the underlying resources available for
investment. The Council’s current strategy is to maintain borrowing and investments
below their underlying levels, sometimes known as internal borrowing. This strategy
is prudent as investment returns are low and counterparty risk is relatively high The
Council is forecasting an increased CFR due to the prudential borrowing in the capital
programme and the new MRP policy approved by Council in September 2018.
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CIPFA’s Prudential Code for Capital Finance in Local Authorities recommends that
the Council’s total debt should be lower than its highest forecast CFR over the next
three years. Table 3 below shows that the Council complied with this in 2017-18 and
expects to comply with this recommendation during 2018-19, 2019-20 and the

following two years. More detail is provided in the Capital Strategy.

Table 2: Council’s external debt and investment position as at 31 December 2018

Principal Average
as at 31-12-18 Rate
£m %
External Long Term Borrowing:
Public Works Loan Board 77.62 4.70
Lender’s Option Borrower’s Option 19.25 4.65
Total External Long Term Borrowing 96.87 4.69
Other Long Term Liabilities:
Private Finance Initiative * 17.16
Llynfi Loan** 2.40
Other LTL 0.94
Total Other Long Term Liabilities 20.50
Total GrossExternalDebt | Mt7ar |

Treasury Investments:
Banks 8.00 0.97
Local Authorities 22.00 0.87
Money Market Funds *** 3.00 0.77

* (PFI) arrangement for the provision of a Secondary School in Maesteg 15.25 years remaining term
** Loan from the Welsh Government Central Capital Retained Fund for regeneration works within the Llynfi Valley which has not yet commenced
***the funds provide instant access

Table 3 below has been produced using estimates of capital spend and forecasts on
useable reserves for the current financial year and the next three years. The Capital
Plans highlight that the Loans CFR, which is the Council’s need to borrow to fund
capital expenditure, is increasing year on year due to additional prudential borrowing.

Table 3: Balance sheet summary and forecast

31.3.18 | 31.3.19 31.3.20 31.3.21 31.3.22
Actual | Estimate | Estimate | Estimate | Estimate
£m* £m £m £m £m

CFR 171 172 178 179 182
Less: Other debt liabilities -18 -18 -17 -16 -16
Loans CFR 153 154 161 163 166
Less: External borrowing -100 -100 -100 -100 -100
Internal borrowing 53 54 61 63 66
Less: Usable reserves -80 -67 -55 -50 -46
Less: Working capital -2 -2 - - -
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Investments 29 15 10 10 10
New Borrowing - cumulative - - 16 23 30

*The accounting practice followed by the Council requires financial instruments in the accounts (debt and investments) to be
measured in a method compliant with International Financial Reporting Standards (IFRS) so these figures will differ from
other figures in the TMS which are based on the actual amounts borrowed and invested

Liability benchmark: To compare the Council’s actual borrowing against an
alternative strategy, a liability benchmark has been calculated showing the lowest
risk level of borrowing. This assumes the same forecasts as table 3 above, but that
cash and investment balances are kept to a minimum level of £10 million at each
year-end to maintain sufficient liquidity but minimise credit risk.

Table 4: Liability benchmark

31.3.18 | 31.3.19 31.3.20 | 31.3.21 31.3.22
Actual | Estimate | Estimate | Estimate | Estimate
£m £m £m £m £m

Loans CFR 153 154 161 163 166
Less: Usable reserves -80 -67 -55 -50 -46
Less: Working capital -2 -2 - - -
Plus: Minimum investments 29 15 10 10 10
Liability Benchmark 100 100 116 123 130

4.0 BORROWING STRATEGY

The Council currently holds £96.87 million of loans as part of its strategy for funding
previous years’ capital programmes. The balance sheet forecast in table 3 above
shows that the Council will have to borrow £30 million over the next three years as
detailed below:-

Table 5: New Borrowing

31.3.18 | 31.3.19 31.3.20 31.3.21 31.3.22
Actual | Estimate | Estimate Estimate Estimate
£m £m £m £m £m

New Borrowing - - 16 7 7

The Section 151 will monitor and update the liability benchmark assumptions on an
on-going basis and report any significant changes within the treasury management
monitoring reports to Cabinet, Audit Committee and Council as appropriate. This
could be as a result of changes in the level of useable reserves at year end, slippage
within the Capital Programme or changes within the working capital assumptions.

Objectives: The Council’'s chief objective when borrowing money is to strike an
appropriately low risk balance between securing low interest costs and achieving
certainty of those costs over the period for which funds are required. The flexibility to
renegotiate loans should the Council’s long-term plans change is a secondary
objective.

Therefore the major objectives to be followed in 2019-20 are:-
e to minimise the revenue costs of debt
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e to manage the Council’s debt maturity profile i.e. to leave no one future year with
a high level of repayments that could cause problems in re-borrowing

e to effect funding in any one year at the cheapest cost commensurate with future
risk

e to monitor and review the level of variable interest rate loans in order to take
greater advantage of interest rate movement

e to reschedule debt if appropriate, in order to take advantage of potential savings
as interest rates change

e to optimise the use of all capital resources including borrowing, both supported
and unsupported, usable capital receipts, revenue contributions to capital and
grants and contributions

Strategy: Given the significant cuts to public expenditure and in particular to local
government funding, the Council’'s borrowing strategy continues to address the key
issue of affordability without compromising the longer-term stability of the debt
portfolio. The uncertainty over future interest rates increases the risks associated
with treasury activity. As a result the Council will take a cautious approach to its
treasury strategy. With short-term interest rates currently much lower than long term
rates, it is likely to be more cost effective in the short term to either use internal
resources or borrow short term loans instead.

The Section 151 Officer will take the most appropriate form of borrowing depending
on the prevailing interest rates at the time however, with long term rates forecast to
rise modestly in future years, any such short term savings will need to be balanced
against the potential longer-term costs. The Council’s treasury management advisers
will assist the Council with this ‘cost of carry’ and breakeven analysis. The last time
the Council took long term borrowing was £5 million from the Public Works Loan
Board (PWLB) in March 2012. As detailed above, the liability benchmark is
suggesting there will be a requirement for new long term borrowing in 2019-20,
2020-21 and 2021-22. It is anticipated that this would be from PWLB and for
estimate purposes it has been assumed that this will be over 30 years.

Alternatively, the Council may arrange forward starting loans during 2019-20 where
the interest rate is fixed in advance, but the cash is received in later years. This
would enable certainty of cost to be achieved without suffering a cost of carry in the
intervening period. In addition, the Council may borrow short term loans (normally for
up to one month) to cover unexpected cash flow shortages.

Sources of borrowing: The approved sources of long-term and short-term
borrowing are:

PWLB and any successor body

any institution approved for investments (see Investment Strategy below)

any other bank or building society authorised to operate in the UK

any other UK public sector body

UK public and private sector pension funds (except the Council’s Pension
Fund)

. capital market bond investors

. special purpose companies created to enable local authority bond issues
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Other sources of debt finance: In addition, capital finance may be raised by the
following methods that are not borrowing, but may be classed as other debt
liabilities:

leasing

hire purchase

Private Finance Initiative
sale and leaseback

The Council has previously raised the majority of its long-term borrowing from the
PWLB, but will also investigate other sources of finance, such as Welsh Government
and local authority loans and bank loans, that may be available at more favourable
rates.

LOBOs: The £19.25 million shown in table 2 above, relates to Lender's Option
Borrower’s Option (LOBO) loans which have a maturity date of 2054, however these
may be re-scheduled in advance of this maturity date. The LOBO rate and term may
vary in the future depending upon the prevailing market rates, the lender exercising
their option to increase rates at one of the bi-annual trigger points and therefore the
Council being given the option to accept the increase or to repay the loan without
incurring a penalty. There are two trigger points in 2019-20 and although the Council
understands that the lender is unlikely to exercise this option in the current low
interest rate environment, an element of refinancing risk remains and the Council
would take the option to repay these loans at no cost if it has the opportunity to do so
in the future.

Short term and variable rate loans: These loans expose the Council to the risk of
short term interest rate rises and are therefore subject to the treasury management
indicator to manage interest rate exposure as shown below in tables 6 and 12 below.

Debt rescheduling: The PWLB allows authorities to repay loans before maturity and
either pay a premium or receive a discount according to a set formula based on
current interest rates. Other lenders may also be prepared to negotiate premature
redemption terms. The Council may take advantage of this and replace some higher
rate loans with new loans at lower interest rates, or repay loans without replacement,
where this is expected to lead to an overall saving or reduction in risk.

Maturity structure of borrowing indicator: This indicator is set for the forthcoming
financial year to control the Council’'s exposure to refinancing risk with respect to the
maturity of the Council’'s external borrowing and has been set to allow for the
possible restructuring of long term debt where this is expected to lead to an overall
saving or reduction in risk. It is the amount of projected borrowing maturing in each
period as a percentage of total projected borrowing. The upper and lower limits on
the maturity structure of borrowing will be:

Table 6: Treasury Management Indicator Maturity Structure of Borrowing 2019-20

Refinancing rate risk indicator Upper limit lower limit
Maturity structure of borrowing 2019-20

Under 12 months 50% 0%

12 months and within 24 months 25% 0%

24 months and within 5 years 25% 0%
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5 years and within 10 years 40% 0%
10 years and within 20 years 50% 0%
20 years and above 60% 25%

5.0 INVESTMENT STRATEGY

The preparation each year of an Investment Strategy is central to the Welsh
Government guidance on Local Authority Investments. It encourages the formulation
of policies for the prudent investment of the surplus funds that authorities hold on
behalf of their communities. In addition, the need for the Strategy to be approved by
the full Council ensures that these policies are subject to the scrutiny of elected
Members: this is particularly important as since 2004 central Government no longer
closely regulates local government investment.

The Council holds surplus funds representing income received in advance of
expenditure plus balances and reserves and as shown in table 2 above in section 3,
the balance at 31 December 2018 was £33.00 million. Investments are estimated to
drop to between £15 and £20 million by the 31 March 2019. As in previous years this
is due partly to increased expenditure expected to be incurred for the capital
programme and the reduction in income collected from Council Tax in February and
March 2019 and Based on its cash flow forecasts, the Council anticipates its
investment balances in 2019-20 to range between £10 million to £55 million with an
average investment rate of between 0.75% to 1.00% depending on the Bank Rate
and investment types, which will be reviewed at half year and reported to Council.
The actual balance varies because of the cash flow during the year as to when
income is received (such as specific grant income, housing benefits subsidy and
Revenue Support Grant) and payments are made (such as salaries and wages,
major capital expenditure and loan repayments).

Objectives: Both the CIPFA Code and the Welsh Government Guidance require the
Council to invest its funds prudently, and to have regard to the security and liquidity
of its investments while seeking the highest rate of return, or yield. The Council’s
objective when investing money is to strike an appropriate balance between risk and
return, minimising the risk of incurring losses from defaults and the risk of receiving
unsuitably low investment income. Where balances are expected to be invested for
more than one year, the Council will aim to achieve a total return that is equal to or
higher than the prevailing rate of inflation, in order to maintain the spending power of
the sum invested.

The major objectives to be followed in 2019-20 are:

e to maintain capital security
e to maintain portfolio liquidity so funds are available when expenditure is
needed

e to achieve the yield on investments commensurate with the proper levels of
security and liquidity
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Negative interest rates: If the UK enters into a recession in 2019-20, there is a
small chance that the Bank of England could set its Bank Rate at or below zero,
which is likely to feed through to negative interest rates on all low risk, short-term
investment options. This situation already exists in some other European countries.
In this event, security will be measured as receiving the contractually agreed amount
at maturity, even though this may be less than the amount originally invested.

Strategy: The Council’s investments have historically been placed in mainly short
term bank and building society unsecured deposits and local and central government,
however, investments may be made with any public or private sector organisations
that meet the credit criteria detailed below. Given the increasing risk and very low
returns from short-term unsecured bank investments, the Council will further diversify
into more secure and/or higher yielding asset classes during 2019-20 as appropriate
in consultation with the Council’s treasury management advisers. The majority of the
Council’s surplus cash is currently invested in money market funds and with other
local authorities but the Council will continue to look at investment options in line with
the limits detailed below.

With short term interest rates currently much lower than long-term rates, due
consideration will also be given to using surplus funds to make early repayments of
long term borrowing if appropriate options become available as referred to in section
4.0 Borrowing Strategy.

International Financial Reporting Standard (IFRS) 9: Under the new IFRS 9
Standard, the accounting for certain investments depends on the Authority’s
“‘business model” for managing them. The Council aims to achieve value from its
internally managed treasury investments by a business model of collecting the
contractual cash flows and therefore, where other criteria are also met, these
investments will continue to be accounted for at amortised cost.

Approved counterparties: The Council may invest its surplus funds with any of the
counterparty types shown in table 7 below, subject to the cash limits and the time
limits shown. These cash/time limits are per counterparty and relate to principal
only and exclude any accrued interest.

Credit rating: Investment limits are set by reference to the lowest published long-
term credit rating from a selection of external rating agencies to ensure that this lies
within our agreed minimum credit rating. Where available, the credit rating relevant
to the specific investment or class of investment is used, otherwise the counterparty
credit rating is used. However, investment decisions are never made solely based on
credit ratings, and all other relevant factors including external advice will be taken
into account. Schedule A shows the equivalence table for credit ratings for three of
the main rating agencies Fitch, Moody’s and Standard & Poor’s and explains the
different investment grades.

Banks unsecured: Accounts, deposits, certificates of deposit and senior unsecured
bonds with banks and building societies, other than multilateral development banks.
These investments are subject to the risk of credit loss via a bail-in should the
regulator determine that the bank is failing or likely to fail. Where additional amounts
received into our accounts with our own bankers are received too late in the day to
make an investment the same day, the limit in the above table will not apply as this
does not count as an investment.
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Banks secured: Covered bonds, reverse repurchase agreements and other
collateralised arrangements with banks and building societies. These investments
are secured on the bank’s assets, which limits the potential losses in the unlikely
event of insolvency, and means that they are exempt from bail-in. Where there is no
investment specific credit rating, but the collateral upon which the investment is
secured has a credit rating, the highest of the collateral credit rating and the
counterparty credit rating will be used to determine cash and time limits.

Government: Loans, bonds and bills issued or guaranteed by national governments,
regional and local authorities and multilateral development banks. These investments
are not subject to bail-in, and there is generally a lower risk of insolvency, although
they are not zero risk. Investments with the UK Central Government may be made in
unlimited amounts for up to 50 years.

Corporates: Loans, bonds and commercial paper issued by companies other than
banks and registered providers. These investments are not subject to bail-in, but are
exposed to the risk of the company going insolvent. Loans to unrated companies will
only be made following an external credit assessment and consultation with the
Council’s treasury management advisers.

Registered providers: Loans and bonds issued by, guaranteed by, or secured on
the assets of registered providers of social housing and registered social landlords,
formerly known as housing associations. These bodies are tightly regulated by the
Welsh Government and as providers of public services, they retain the likelihood of
receiving government support if needed.
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Table 7: Approved investment counterparties and limits

These limits must be read in conjunction with the notes immediately below the

table.

must not exceed the cash limit for secured investments:

The combined secured and unsecured investments in any one bank

Credit Rating Banks Banks Government Corporates | Registered
(including (including Providers
building building
societies) societies)
Unsecured Secured
UK Central n/a n/a £ Unlimited n/a n/a
Government 50 Years
UK Local n/a n/a £12,000,000 n/a n/a
Authorities 10 Years
AAA £3,000,000 £6,000,000 £6,000,000 £3,000,000 | £3,000,000
5 Years 20 Years 50 Years 20 Years 20 Years
AA+ £3,000,000 £6,000,000 £6,000,000 £3,000,000 | £3,000,000
5 Years 10 Years 25 Years 10 Years 10 Years
AA £3,000,000 £6,000,000 £6,000,000 £3,000,000 | £3,000,000
4 Years 5 Years 15 Years 5 Years 10 Years
AA- £3,000,000 £6,000,000 £6,000,000 £3,000,000 | £3,000,000
3 Years 4 Years 10 Years 4 Years 10 Years
A+ £3,000,000 £6,000,000 £3,000,000 £3,000,000 | £3,000,000
2 Years 3 Years 5 Years 3 Years 5 Years
A £3,000,000 £6,000,000 £3,000,000 £3,000,000 | £3,000,000
13 Months 2 Years 5 Years 2 Years 5 Years
A- £3,000,000 £6,000,000 £3,000,000 £3,000,000 | £3,000,000
6 Months 13 Months 5 Years 13 Months 5 Years
None £1,000,000 n/a see above central n/a £3,000,000
government and
local authority limit
6 Months 5 Years

Pooled Funds

£6,000,000 per fund

Pooled funds: Shares or units in diversified investment vehicles consisting of any of
the above investment types, plus equity shares and property. These funds have the
advantage of providing wide diversification of investment risks, coupled with the
Short-term Money

services of a professional fund manager in return for a fee.
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Market Funds that offer same-day liquidity and very low or no volatility will be used
as an alternative to instant access bank accounts, while pooled funds whose value
changes with market prices and/or have a notice period can be used for longer
investment periods.

Bond, equity and property funds offer enhanced returns over the longer term, but are
more volatile in the short term. These allow the Council to diversify into asset
classes other than cash without the need to own and manage the underlying
investments. As these funds have no defined maturity date, but are available for
withdrawal after a notice period, their performance and continued suitability in
meeting the Council’s investment objectives will be monitored regularly.

Operational bank accounts: The Council may incur operational exposures, for
example though current accounts, collection accounts and merchant acquiring
services, to any UK bank with credit ratings no lower than BBB- and with assets
greater than £25 billion. These are not classed as investments, but are still subject to
the risk of a bank bail-in, and balances will therefore be kept to a minimum. The
Bank of England has stated that in the event of failure, banks with assets greater
than £25 billion are more likely to be bailed-in than made insolvent, increasing the
chance of the Council maintaining operational continuity.

Risk assessment and credit ratings: Credit ratings are obtained and monitored by
the Council’s treasury advisers, who will notify changes as they occur.

Long-term ratings are expressed on a scale from AAA (the highest quality) through to
D (indicating default). Ratings of BBB- and above are described as investment
grade, while ratings of BB+ and below are described as speculative grade. The
Council’s credit rating criteria are set to ensure that it is very unlikely the Council will
hold speculative grade investments, despite the possibility of repeated downgrades.

Where an entity has its credit rating downgraded so that it fails to meet the approved
investment criteria then:

. no new investments will be made
. any existing investments that can be recalled or sold at no cost will be
. full consideration will be given to the recall or sale of all other existing

investments with the affected counterparty

Where a credit rating agency announces that a credit rating is on review for possible
downgrade (also known as “rating watch negative” or “credit watch negative”) so that
it may fall below the approved rating criteria, then only investments that can be
withdrawn will be made with that organisation until the outcome of the review is
announced. This policy will not apply to negative outlooks, which indicate a long-
term direction of travel rather than an imminent change of rating.

Other information on the security of investments: The Council understands that
credit ratings are good, but not perfect, predictors of investment default. Full regard
will therefore be given to other available information on the credit quality of the
organisations in which it invests, including credit default swap prices, financial
statements, information on potential government support, reports in the quality
financial press and analysis and advice from the Council’s treasury management
adviser. No investments will be made with an organisation if there are substantive
doubts about its credit quality, even though it may otherwise meet the above criteria.
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When deteriorating financial market conditions affect the creditworthiness of all
organisations as happened in 2008 and 2011, it is not generally reflected in credit
ratings, but can be seen in other market measures. In these circumstances, the
Council will restrict its investments to those organisations of higher credit quality and
reduce the maximum duration of its investments to maintain the required level of
security. The extent of these restrictions will be in line with prevailing financial market
conditions. If these restrictions mean that insufficient commercial organisations of
high credit quality are available to invest the Council’s cash balances, then the
surplus will be deposited with the UK Government via the Debt Management Office
or invested in government treasury bills for example, or with other local authorities.
This will cause a reduction in the level of investment income earned, but will protect
the principal sum invested.

Specified investments: The Welsh Government Investment Guidance defines
specified investments as those:
e denominated in pound sterling
e due to be repaid within 12 months of arrangement (364 days)
e not defined as capital expenditure by legislation, and
e invested with one of:
o the UK Government
o a UK local authority
o a UK parish or community council or
o body or investment scheme of “high credit quality”

The Council defines “high credit quality” organisations and securities as those
having a credit rating of A- or higher that are domiciled in the UK or a foreign country
with a sovereign rating of AA+ or higher. For money market funds and other pooled
funds “high credit quality” is defined as those having a credit rating of A- or higher.

Non-specified investments: Any investment that does not fall into the criteria

detailed above under the Specified investments definition. The Council does not

intend to make any investments denominated in foreign currencies nor any defined

as capital expenditure. Non-specified investments will therefore be limited to:

e long-term investments, i.e. those that are due to mature 12 months or longer
from the date of arrangement

e investments with bodies and schemes not meeting the definition on high credit
quality

The Welsh Government Investment Guidance requires the Council’s Investment
Strategy to set an overall limit for non-specified investments which is currently set at
£20 million. Table 9 below shows the non-specified categories and the relevant limits
and although the total of the individual limits exceed £20 million, at any one point in
time a maximum of £20 million could be invested in these non-specified
investments.

Principal sums invested for periods longer than a year: All investments longer
than 365 days (non-specified) will be made with a cautious approach to cash flow
requirements and advice from the Council’s treasury management advisers will be
sought as necessary.

Where the Council invests, or plans to invest, for periods longer than a year, an
upper limit is set for each forward financial year period for the maturing of such
investments. The purpose of this indicator is to control the Council’s exposure to the
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risk of incurring losses by seeking early repayment of long term investments. The
limits on the long term principal sum invested to final maturities beyond the period
end will be as shown in table 8 below.

Table 8: Treasury Management Indicator Principal sums invested for periods
longer than a year

Price risk indicator 2019-20 2020-21 2021-22
£m £m £m

Limit on principal invested
beyond financial year end 15 10 8

Investment Limits: The combined values of specified and non-specified
investments with any one organisation are subject to the approved counterparties
and limits shown in table 7 above and also the non-specified limits in table 9 and the
investment limits detailed in table 10 below.

A group of banks under the same ownership will be treated as a single organisation
for limit purposes. Investments in pooled funds and multilateral development banks
do not count against the limit for any single foreign country, since the risk is
diversified over many countries.

The combined secured and unsecured investments in any one bank must not
exceed the cash limit for secured investments.

Table 9: Non-specified investment limits

Category Cash limit

Total long-term investments £15m

Total investments without credit ratings or rated below the
Council’s definition of “high credit quality” (A-) £10m
(except the UK Government and UK local authorities)

Total investments (except pooled funds)with institutions

domiciled in foreign countries with a sovereign rating below AA+ £3m

Total Non-Specified Investments Outstanding £20m

Table 10: Investments limits

Category Cash limit
Any single organisation, except the UK Central and Local £6m
Government
UK Central Government unlimited
UK Local Authorities (per Authority) £12m
Any group of organisations under the same ownership £6m per group
Any group of pooled funds under the same management £6m per manager
Negotiable instruments held in a broker’'s nominee account £10m per broker
Foreign countries £6m per country
Registered providers and registered social landlords £5m in total
Unsecured investments with Building Societies £6m in total
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Money market funds (MMF) £20m in total

Liquidity Management: The Council forecasts on a prudent basis the maximum
period for which funds may be committed therefore minimising the risk of the Council
being forced to borrow on unfavourable terms to meet its financial commitments. A
limit of £15 million (table 9 above) has been set for 2019-20 for long term investments
and this has been set with reference to the Medium Term Financial Strategy and
cash flow forecast as shown in the principal sums invested for periods longer than a
year indicator in table 8 above. This represents just under 30% of the maximum
amount of investments that the Council anticipates to have at any one point in time in
2019-20.

6.0 INTEREST RATE EXPOSURES BORROWING AND INVESTMENTS

The Council is exposed to interest rate movements on its borrowings and
investments. Movements in interest rates have a complex impact on the Council,
depending on how variable and fixed interest rates move across differing financial
instrument periods. For instance, a rise in variable and fixed interest rates would
have the following effects:

e borrowings at variable rates — the interest charged to revenue within the
Comprehensive Income and Expenditure Statement will rise;

e borrowings at fixed rates — the fixed rate protects the Council from
increased interest charges as an equivalent loan would now cost more. The
fair value of the borrowing (liability) will fall;

e investments at variable rates — the interest income credited to the
Comprehensive Income and Expenditure Statement will rise;

e investments at fixed rates — the fixed rate prevents the Council from
receiving higher investment income from the same principal invested. The
fair value of the investment (asset) will fall.

An indicator has been set in table 11 below to measure the net impact over one year
on the revenue account of both a 1% rise and a 1% fall in all interest rates for
borrowing net of treasury investments. This is calculated on the assumption that
maturing loans and investments will be replaced at rates 1% higher or lower than
they would otherwise have been on their maturity dates and that the treasury
investment and borrowing portfolios remain unchanged over the coming year.
Interest rates can move by more than 1% over the course of a year, although such
instances are rare.

Table 11: Treasury Management Indicator Interest Rate Exposures

Interest rate risk indicator Indicator
£000

One year revenue impact of a 1% rise in interest rates (140)

One year revenue impact of a 1% fall in interest rates 315

The figures for the 1% fall in interest rates indicator is not the same figures as the
1% increase (but reversed) as the borrowing relates to variable LOBO loans where it
is assumed that the lender would not exercise their option if there was a fall in
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interest rates. All other borrowing does not have a rate reset in the next year and is
with the PWLB at fixed rates.
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6.0 PERFORMANCE INDICATORS

Performance indicators are set to assess the adequacy of the treasury function over
the year. These are distinct historic indicators as opposed to the treasury
management and prudential indicators which are predominantly forward looking.

One debt performance indicator is where the average portfolio rate of interest is
compared to an appropriate average available such as the average PWLB Debt for
Welsh and UK local authorities. The rate of return on investments can be monitored
against the average rate of return on investments against the Bank Rate and the
average rate of return on investments as compared to the average rate of
Arlingclose’s Welsh local authority clients at each relevant quarter/year-end.

7.0 OTHER ITEMS

In line with the CIPFA Code and Welsh Government guidance the following also
forms
part of the Council’'s TMS.

Financial Derivatives: In the absence of any explicit legal power to do so, the
Council will not use standalone financial derivatives such as swaps, forwards, futures
and options. Derivatives embedded into loans and investments including pooled
funds and forward starting transactions may be used and the risks they present will
be managed in line with the overall treasury risk management strategy.

Markets in Financial Instruments Directive Il (MIFID Il): From January 2018,
MIFID Il changed the classification of local authority investors. It reclassified local
and public authorities as retail investors. The Council has opted up to professional
client status with its providers of financial services, including treasury management
advisers, banks, building societies and brokers, allowing it access to a greater range
of services but without the greater regulatory protection afforded to individuals and
small companies. Given the size and range of the Council’s treasury management
activities, the Section 151 Officer believed this to be the most appropriate status.

Investment training: The needs of the Council’s treasury management staff for
training in investment management are assessed every six months as part of the
staff appraisal process and also if the responsibilities of individual members of staff
change.

Training is received from the Council’s treasury management advisers, CIPFA and
other bodies in the form of training courses and seminars. The Council also supports
personal development so individuals enhance their own knowledge through reading
CIPFA guidance, publications and research on the internet.

Investment advisers: The Council appointed Arlingclose Limited as treasury
management advisers following a tender exercise in August 2016. They were
awarded a four year contract, to provide advice and information relating to its
borrowing and investment activities and capital finance issues. The contract will be
reviewed annually and either party may at any time terminate this agreement on 3
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months prior written notice. The quality of this service is controlled by having regular
meetings with the advisers and regularly reviewing the service provided.

Investment of money borrowed in advance of need: The Welsh Government
maintains that the borrowing of monies purely to invest or on-lend and make a return
is unlawful and the Council will not engage in such activity, however, the Council
could potentially borrow in advance of need where this is expected to provide the
best long term value for money. Since amounts borrowed will be invested until spent,
the Council is aware that it will be exposed to the risk of loss of the borrowed sums,
and the risk that investment and borrowing interest rates may change in the
intervening period. These risks will be managed as part of the Council’s overall
management of its treasury risks.

As the Council has an integrated TMS, borrowing is not linked to the financing of
specific items of expenditure. The Council’s Capital Financing Requirement (CFR) as
at 1 January 2019 was in excess of the actual debt of the Council as shown in table 3
above indicating there was no borrowing in advance of need. More detail is provided
in the Prudential Indicators in the Council’s Capital Strategy.
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Credit Rating Equivalence Table

Schedule A

. Fitch Moody's Standard & Poor's
Description Long Short Long Short Long Short
w Extremely strong ABA Aaa AAA
cy AA+ Aal AA+
E Very strong AA F1+ Aa2 po1 AA Aclt
- AA- Aa3 AA-
z A+ | Al A+ B
; strong A F1 AZ A
= A- | A3 | A- A2
w BBB+ F2 Baal p-2 BEB+ -
S Adequate BBB | Baa2 | BBB [
= BBEB- F3 Baa3 P-3 BBB- A-3
BB+ Bal BB+
a Speculative BB Ba2 BE
= BB- B Ba3 BB- B
[T B+ Bl B+
g Very speculative B B2 B
a B- B3 Not Prime B- |
1 CCC+ Caal (NP) CCC+
= CCC Caa? ccc
i Vulnerable CCC- C Caa3 CCC- c
a CcC Ca cC
C C
Defaulting D D C D D
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Agenda Item 7

BRIDGEND COUNTY BOROUGH COUNCIL
REPORT TO AUDIT COMMITTEE
17 JANUARY 2019
REPORT OF THE CHIEF INTERNAL AUDITOR
INTERNAL AUDIT — OUTTURN REPORT - APRIL TO DECEMBER 2018
1. Purpose of report

1.1 The purpose of this report is to inform the Audit Committee of actual Internal Audit
performance against the Audit Plan for the period April to December 2018.

2. Connection to corporate improvement objectives/other corporate priorities
2.1 This report assists in the achievement of the following corporate priority/priorities:

o Smarter use of resources — ensuring that all its resources (financial, physical,
human and technological) are used as effectively and efficiently as possible
and support the development of resources throughout the community that
can help deliver the Council’s priorities.

3. Background

3.1 The 2018/19 Internal Audit Plan was submitted to the Audit Committee for
consideration and approval on the 26th April 2018. The Plan outlined the
assignments to be carried out and their respective priorities.

3.2  The Plan provided for a total of 1,000 productive days to cover the period April 2018
to March 2019. These days were split into those reviews considered to be Priority
One and those considered to be Priority Two with the aim of completing the whole
plan by the end of the financial year.

4. Current situation/proposal

4.1  Actual progress against the 2018/19 Risk Based Plan is attached at Appendix A
and further information is attached at Appendix B which details those reviews
which have not yet been allocated in the respective quarters and those reviews
which have been brought forward from future quarters.

4.2 At present the overall structure of the section continues to be based on 14 Full Time
Equivalent (FTE) employees. As previously reported, the section continues to carry
vacant posts, however the new members of staff employed during August 2018
have settled into their roles and are making good progress. In order to ensure that
a significant proportion of the Annual Plan is completed by the end of the Financial
Year, the section has once again commissioned the services of the South West
Audit Partnership in order to address in part some of the shortfall in days necessary
to complete the plan; this will continue until the end of the financial year.
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4.3 In order to assist with the effective monitoring of the annual risk based plan, further
information is attached at Appendix C which details all those reviews which have
been completed during the period and their performance.

4.4 During the period only one review has identified significant weaknesses in the
system of internal control to date and this has already been reported to the Audit
Committee in September.

5. Effect upon policy framework and procedure rules

5.1  There is no effect upon the policy framework and procedure rules.

6. Equality Impact Assessment

6.1  There are no equality implications arising from this report.

7. Well-being of Future Generations (Wales) Act 2015 implications

7.1 The well-being goals identified in the Act were considered in the preparation of this
report. It is considered that there will be no significant or unacceptable impacts
upon the achievement of well-being goals/objectives as a result of this report.

8. Financial implications

8.1 Effective Audit planning and monitoring are key contributors in ensuring that the
Council's assets and interests are properly accounted for and safeguarded.

9. Recommendation

9.1  That Members give due consideration to the Internal Audit Outturn Report covering
the period April to December 2018 to ensure that all aspects of their core functions
are being adequately reported.

Helen Smith

Chief Internal Auditor

17th January 2019

Contact Officer: Helen Smith — Chief Internal Auditor

Telephone: (01656) 754901

E-mail: internalaudit@bridgend.gov.uk

Postal Address

Bridgend County Borough Council
Internal Audit

Innovation Centre

Bridgend Science Park

Bridgend

CF31 3NA
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Background Documents

None
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/6 abed

BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
Carry Forward from Cross Assurance | Provision for those assignments which | 20 PLAN ITEM COMPLETE
2017/18 Cutting are still ongoing at the end of 2017/18.
2017/18 Closure of Cross Assurance | To finalise all draft reports outstanding | 10 PLAN ITEM COMPLETE
Reports Cutting at the end of 2017/18.
Follow up of Cross Assurance | To ensure that all outstanding | 10 PLAN ITEM COMPLETE
recommendations Cutting recommendations made during 2017/18
for 2017/18 have been actioned.
Monitoring the implementation of :
Recommendation Internal Audit recommendations in 5 5 Recc?mn:Iend.atlon .
Monitoring consultation with service areas which monitoring is ongoing.
have received these recommendations. Completed for the
During the year, Internal Audit will quarter.
review the process to ensure
recommendations are followed up and PLAN ITEM COMPLETE
reported upon to Audit Committee in a
timely, efficient and effective manner.
Annual Opinion Cross Governance | To prepare and issue the Head of | 10 PLAN ITEM COMPLETE
Report 2017/18 Cutting Audit's Annual Opinion Report for
2017/18.
Annual Opinion
Report 2018/19 Preparation for the production of the
2018/19 Annual Opinion Report.
Audit Planning - Cross Governance | To prepare and present the annual risk | 20 PLAN ITEM COMPLETE
2018/19 Cutting /Assé{raknce/ based audit plan for 2018/19.
IS
Annual Planning - Preparation for the production of the
2019/20 annual risk based plan 2019/20.
Good Governance Cross Governance | To provide assurance that key | 10 PLAN ITEM COMPLETE
Cutting Corporate Governance processes are in

place within the Council and that these
are operating effectively to enable the
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86 abed

BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan

APPENDIX A

Area

Directorate

Type

Audit
Scope

Qtr.
1

Qtr.

Qtr.
3

Update on Progress
Audit Committee 17t
January 2018

Council to be provided with sufficient
information to enable them to discharge
their responsibilities.

To assist the Council in the production
of the Annual Governance Statement.

Safeguarding

Cross
Cutting

Governance
/ Assurance /
Risk

Case management of safeguarding
incidents are dealt with in accordance
with the Council’s safeguarding policies
and procedures. This review will also
include an annual assessment of the
Council’s overall operating model for
safeguarding; including reviewing the
adequacy of assurances obtained by the
Council in respect of safeguarding
arrangements in place for vulnerable
adults and children.

Preparatory work for the 2018/19
review.

10

PLAN ITEM COMPLETE

CRSA

Education &
Family
Support

Assurance

To undertake the annual controlled risk
self-assessment for schools. The aim of
the process is to enable Head Teachers
to review their internal controls and to
ensure that they undertake and comply
with the requirements of current
legislation and the Financial Procedure
rules. The objectives of the Control Risk
Self-Assessment (CRSA) questionnaires
are to provide a tool for the Internal
Audit Service to evaluate the financial
and other related controls in operation,
help to provide a basis upon which the
scope and frequency of audits can be
determined and allow Head Teachers to
self-assess themselves against potential
risks.

10

10

Ongoing, CRSA'’s
issued and monitoring
taking place to ensure
all returned by the due
date.
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
CRSAs is a widely used technique in
both the public and private sectors
Audit Committee Cross Governance | This allocation covers Member reporting 10 10 10 | PLAN ITEM COMPLETE
/Members and CMB Cutting / Risk / procedures, mainly to the Audit
Reporting Assurance | Committee. Regular reporting to, and
meeting with, the Section 151 Officer,
Corporate Management Board and the
IASS Board.
Advice & Guidance Cross Assurance | To allow auditors to facilitate the 5 5 5 Ongoing - advice &
Cutting provision of risk and control advice guidance is provided
Provision of which is regularly requested by officers when requested and
Internal control / within the authority, including maintained this is regularly
General advice. school based staff. monitored.
PLAN ITEM COMPLETE
FOR THE THREE
QUARTERS.
Grant Certification Cross Assurance | Under the conditions of the specific| 10 5
Work Cutting grant determination, the Head of Audit PLAN ITEM COMPLETE
must certify that the conditions of the
grant have been complied with.
Financial Systems Chief Assurance | To provide assurances that the financial 25 25 | Work is progressing well
Executive / systems in operation are efficient and and all Financial Systems
Finance effective and that the internal control should be completed by
environment is robust. the end of the Financial
Year.
PLAN ITEM COMPLETE
FOR THE QUARTERS.
Quality Assurance Cross Assurance | To undertake a series of internal audits | 5 5 | Ongoing.
& Improvement Cutting to ensure compliance with PSIAS.

Programme /
Review of the

To review / ensure compliance with the
Accounts and Audit (Wales) Regulations

PLAN ITEM COMPLETE
FOR THE QUARTER.
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
Effectiveness of 2014 / Public Sector Internal Audit
Internal Audit Standards (PSIAS).
Emerging Risks / Cross Contingency | To enable Audit Services to respond to | 10 10 10 | Four unplanned piece
unplanned Cutting provide assurance activity as required. of work had been
raised during the
period and two are
completed and two are
still ongoing.
PLAN ITEM
COMPLETED FOR THE
QUARTERS.
External Audit Cross Governance | To ensure that a “managed audit’ 5 Ongoing liaison  with
Liaison Cutting approach is followed in relation to the WAO.
provision of internal and external audit
services. PLAN ITEM COMPLETE
FOR THE QUARTER
Health & Safety Cross Assurance / | Deferred from 2017/18 - To review | 10 The audit work is
Cutting Risk procedures in operation by the Council complete and final report
to ensure compliance with policies and issued.
procedures, Health & Safety training,
Risk Assessments, records PLAN ITEM COMPLTED
maintenance and incident reporting.
Members Cross Governance | Partly deferred from 2017/18 - Following | 10 PLAN ITEM COMPLETE
Cutting the May elections, reviews will be
undertaken to ensure that Members
comply with the Council’'s Gifts and
Hospitality  Policy, Declaration of
Interests and Code of Conduct.
Performance Cross Assurance | Deferred from 2017/18 — To review the 10 PLAN ITEM COMPLETE
Indicators Cutting performance management

arrangements paying particular attention
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
to the accuracy of the performance
information collected.
Transformational Cross Governance | To gain assurance that high risk projects | 10 10 10 | Overview is now
Change Cutting /Assurance | gre being managed under the completed. Further follow
Transformational Change Agenda and up work is being
delivering the savings required. undertaken by SWAP and
a brief has been prepared
and work is progressing.
Direct Payments Social Governance | Review the effectiveness of the Draft Report has been
Services & / Risk / procedures and processes in place for issued awaiting
Wellbeing Assurance | Direct Payments to ensure compliance Management
particularly in light of the increase in
numbers as a result of the SS&WB Act. Response.
Domiciliary Care Social Assurance | Review of Commissioning, Contracts / Allocated to SWAP -
Services & Framework / Agreements, monitoring Initial Meeting undertaken
Wellbeing and invoicing. Provider performance and with Management and
complaints linked to safeguarding. audit scope arranged.
Terms of Reference have
been agreed and work is
now underway.
Property Cross - Governance | This review had been rolled forward 5 5 Allocated in quarter 2
Compliance cutting / Risk / from 2017/18. This will be undertaken work ongoing.
Assurance | a5 a cross-cutting review due to the
diversity of responsibility i.e. schools.
Healthy Cross Governance | To follow up on the areas for 25 10 | Follow up on the
Organisation Cutting / Risk / attention as outlined in the Healthy Information
Review — follow up Assurance | Organisation Review 2017/18 — Management function
particularly focusing on Risk was undertaken by
Management and Information SWAP Work Completed.
Management

Report presented to Audit
Committee in November
and December 2018.
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
PLAN ITEM COMPLETE
Fraud / Error |/ Cross Contingenc | Irregularity Investigations - Reactive | 10 10 10 | Two investigations
Irregularity Cutting y work where suspected irregularity has have been completed
been detected. under the Council’s
Anti-Fraud & Corruption — Proactive - glsmgllna:;y PfOIIC{i'
Proactive counter-fraud work that ne has been referre
includes targeted testing of processes to the Police and one
with inherent risk of fraud. has been concluded
internally.
Developing fraud risk assessment in
inform further areas for detailed focus Two reviews have been
(Fraud Risk Tools). undertaken under the
Council’s Grievance
procedure, one is
complete and the other
is nearing completion.
Fraud & National Fraud Initiative - Collection of
Error data and analysis of matches for the NFI
exercise, acting as first point of contact 15

and providing advice and guidance to
key contact officers.

All data matches have
been extracted and
submitted in
accordance with the
requirements of NFI.
The matches should be
returned in January for
investigation and
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
processing.
PLAN ITEM COMPLETE
FOR THE QUARTERS
Total — Priority One 190 115 120
HIGH RISK - PRIORITY TWO
Procurement Operational & | Assurance | This audit will review the procurement | 15 A significant amount of
Partnership framework and a sample of individual procurement  activity
Services procurement  activities across  the was included in the
Council in order to evaluate the level of review on Flying Start
compliance with legislation and the )
Council’s Constitution. An additional piece of
work has been
allocated and work is
progressing.
Additional Education & | Assurance | To review the adequacy and 15 Final Report has now
Learning Needs Bill | Family effectiveness of early interventions in been issued.
Support line with the proposed Additional
Learning Needs Bill and to examine the PLAN ITEM
effectiveness of collaboration. COMPLETE
Risk Management Cross Cutting | Risk Review of evidenced to ensure that the 10 | Work has been allocated
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
Council has a fully embedded risk to follow up on the
management system in place that recommendations made
identifies and treats risks to key strategic as part of the Healthy
and operational objectives Organisation Corporate
Review specifically
related to Risk
Management.
Highways Communities | Assurance | To review the procedures and | 15 Work is ongoing, audit
processes in operation within Highways brief has been issued
— specifically relating to potholes to and agreed by
determine if the control environment is management and field
robust. work is nearing
completion.
Schools Education & | Assurance | To undertake a number of school based 10 10 10 | A number of schools
Family reviews in accordance with the Internal are scheduled in for
Support Audit risk based assessment. visits. So far, two
school visits have been
To undertake cross cutting projects to 10 10 completed.
ensure compliance across all schools. 10 Work will be undertaken
based on the returned of
the CRSAs and should be
included in quarter 4
allocations.
Safer Recruitment | Operational & | Assurance | To provide assurances that safer| 10 PLAN ITEM COMPLETE
Partnership recruitment is operating effectively
Services across the Council.
DOLS Social Governance | Significant increase in number of DoLS 15 Allocated to SWAP -
Services & cases impacting on resources. Included Preparatory work is
Wellbeing in corporate risk register. No previous

Internal Audit coverage.

being undertaken to
formulate the Terms of
Reference. However,
this will not commence
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
until audit completed
on POVA.
YOS Social Governance | Statutory Service — new Funding 15 Work will not now be
Services & |/ Risk /| streams; early interventon and undertaken as the
Wellbeing Assurance | prevention schemes, young people Service is undergoing
transferred.to secure estate. No audit and external inspection
coverage since 2011/12. and therefore this
would be duplication of
effort and not an
effective use of
resources.
Business Operational & | Assurance / | To evaluate the Council's Business | 10 15 | PLANITEM COMPLETE
Continuity Partnership Risk Continuity Plan to provide assurances
Planning Services that it sets out how the Council will
operate following an incident and how it
expects to return to ‘business as usual’
in the quickest possible time afterwards,
that roles and responsibilities are clearly
defined and understood and that all
relevant stakeholders are fully aware of
the plan and its content.
Use of mobile | Cross Risk The Council has recognised the growth Allocated in  quarter
communications Cutting of mobile communications which can be three, brief agreed and
demonstrated in a number of ways work is ongoing.
including integrated self-service
opportunities via the Council website.
The review will evaluate the
effectiveness of the Council's use of
Mobile Communications  for its
community having regards to any
appropriate legislation, guidance and
internal policies.
Supplier Cross Cutting | Assurance | To undertake a trend analysis identifying 10 | Allocated in  quarter
Management the spend profile of the council to ensure three. Work has
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t
January 2018
that policies and procedures are being commenced.
adhered to.
Project / Contract | Communities | Governance | To undertake a review of the procedures | 10 10 15 | Part Complete.
Management I Risk || and processes associated with a Additional work is now
Assurance | nymper of Projects / Programmes. being picked up by SWAP
Particular emphasis will be placed on and a number of projects
compliance. | contracts will be
reviewed to ensure
compliance to Council’s
policies and procedures.
Access to Records | Cross Cutting | Governance | To ensure that the GDPR are being 10 | PLAN ITEM COMPLETE
- GDPR I Risk /| implemented and embedded throughout
Assurance the Council
Asset Management | CEX - | Risk I'| To ensure that the disposal of assets is
Finance Assurance | in accordance with Council policy, rules
and regulations.
POVA Social To review the processes and Allocated to SWAP -
Services & procedures in place for the Terms of Reference
Wellbeing administration for the Protection of agreed and field work
Vulnerable Adults. commenced. Work is
nearing completion.
ICT Audit Cross Cutting | Governance | In consultation with ICT, systems 20 20 | This work has now been
I Risk || reviews will be undertaken across allocated to  Senior
Assurance | Directorates to ensure robust controls Auditor within Shared
are evident and operating effectively. Service and not SWAP.
Ongoing.
Complaints | | Social Governance | Review complaints processes within | 10 10 PLAN ITEM COMPLETE
Representations & | Services & |/ Risk /| Social Services to provide assurance as
Advocacy Wellbeing Assurance | o their effectiveness and compliance
with set targets.
To provide assurances that the
Council’'s policies and procedures are 10

aligned to the National Approach to
Statutory Advocacy for Children &

PLAN ITEM COMPLETE
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BCBC - IASS Third Quarter Outturn against 2018/19 Risk Based Audit Plan APPENDIX A
Area Directorate Type Audit Qtr. | Qtr. | Qtr. Update on Progress
Scope 1 2 3 Audit Committee 17t

Total — Priority Two

90

105

110

January 2018

Grand Total

280

220

230
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IASS - DETAIL OF UNALLOCATED AND BROUGHT FORWARD WORK Appendix B

Table 1: Unallocated Work in Quarter 1; 2 and 3.

Progress Against Plan — Priority One — Not Yet Allocated

Audit Area Budget Comments
Days
There are no planned items under Priority One that have not been allocated.
Total Priority One 0

Progress Against Plan — Priority Two — Not Yet Allocated

DOLS - Quarter 2 not 15 This work will start once Adults at Risk TOR’s have been agreed.

started

YOS 15 This work has been cancelled as service is undergoing external inspection and
therefore if this was continued there would be duplication of effort.

Schools 30 The cross cutting reviews relating to compliance have not yet been allocated but will
be included within the allocations for quarter 4.

Total Priority Two 60

Overall Total of un

allocated days — Priority 60

One & Two
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IASS - DETAIL OF UNALLOCATED AND BROUGHT FORWARD WORK Appendix B

Table 2: Brought Forward Work from Future Quarters.

Progress Against Plan — Priority One — Brought Forward from Future Quarters

Audit Area Budget Comments
Days
Direct Payments — allocated in 15 Draft Report Issued in quarter 3.
Quarter 4
Domiciliary Care 15 Work has been brought forward into Quarter 3
Total Priority One 30

Progress Against Plan — Priority Two — Brought Forward from Future Quarters

Business Continuity — 15 Plan item completed in Quarter 3. Report Issued.

allocated in quarter 3

Complaints / Representations 10 Complaints/Representations/Advocacy work is now complete and Final Reports
& Advocacy — allocated in issued.

quarter 4.

Use of Mobile 15 Work allocated and commenced in Quarter 3.

Communications — Quarter 4

Total Priority Two 40

Overall Total of brought

forward allocations Priority 70

One & Two
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Section 1 - Introduction

The 2018/19 Internal Audit Plan was submitted to the Audit Committee for consideration and approval on the 26th April 2018. The Plan
outlined the assignments to be carried out and their respective priorities. The information summarised below; provides an update on the
work undertaken by Internal Audit for the period April to December 2018, together with an update on performance.

Section 2 — Core Financial Systems — C/F from 2017/18

The following reviews of core financial systems were carried forward from 2017/18 and concluded during the first quarter of the 2018/19
Financial Year. It should be noted that all testing undertaken was based on transactions in 2017/18.

Table 1.

Core Financial System Description Assurance Opinion Recommendations

Raised
Fundamental | Significant
High Medium

Creditors 1
Debtors 2
Automated Processes 0
Banking 2
Total Audits (4) 0 5

Recommendations have been agreed and Management Implementation Plans have been received.
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Section 3 — Other Reviews

The following other reviews have been undertaken and completed during the period April to December 2018:-

Table 2.

Other Reviews Assurance Opinion Recommendations

Raised
Substantial Reasonable _ Fundamental | Significant
High Medium

C/F Overtime & Excessive Hours N 4
C/F Energy Management Carbon Reduction Certificate \ 2
Porthcawl Harbour Annual Return certification N
CIF Flying Start ] 12
Audit Committee - TOR's - Unplanned \
Coychurch Crematorium Annual Return certification N
Bus Services Support Grant Claim certification N
Education Improvement Grant \
Transformational Change Overview — additional work to be n/a n/a n/a
picked up by SWAP
GDPR Declarations N 1
School Agency Follow up — to be followed through in Qtr. 4. n/a n/a n/a 4
Council Tax N
Safer Recruitment N
Supporting People Grant N 3
Brynmenyn School N 5
Database Catering N 3
ICT Business Continuity N 2
Community Action Fund N 3
Health & Safety N 1
Complaints and Representation N 1
Additional Learning needs N 3
Advocacy N 1
Information Management — Follow Up N 18
Total Audits providing an overall assurance opinion (21) 2 18 1 0 63

Page | 2




cTT abed

2018/19

Flying Start operates from various settings located across the County and is a grant funded scheme, therefore it is imperative that the control
environment is robust and source documents can fully support grant claims. Value for money must be a consideration when procuring goods
and/or services. Due to the type of purchases which includes food items, the Corporate Procurement Card is the most frequently used method
of purchasing and it is this area that has been the focus of the Internal Audit review. The review resulted in a limited assurance report being
issued and the following key issues were identified during the Audit:

e The format of Resource Request Forms were not fit for purpose;

¢ Not all purchases could be supported by invoices/receipts due to loss of documents; and

¢ Significant weaknesses in controls surrounding recording and approval mechanisms were identified.

The Management Implementation Plan has been completed and returned and Management have confirmed that all 12 recommendations have
been implemented. As this is a limited assurance report, a follow up review will be undertaken by Internal Audit within the next three months.

All 63 recommendations made to improve the overall control environment are followed up in accordance with the Internal Audit Shared Service
Strategy.

Section 4 — Counter Fraud Work

The following counter fraud work including irregularity reviews have been carried out during the period.

Table 3
Counter Fraud & Corruption Work Assurance Opinion Recommendations
Raised
Substantial Reasonable Fundamental | Significant
High Medium
National Fraud Initiative No opinion — user administration only — report to follow. All data sets n/a n/a

extracted and submitted by the deadline. Matches should be received in

Januaﬁ 2019 for investiiation and auctionini.

Potential Misuse of PCard Limited Assurance — matter referred to the Police - ongoing n/a n/a
Bank Account (SO) Prevented due to adequate controls already in place and operational n/a n/a
Grievance NI underpayment This matter was undertaken under the Council’s Grievance Policy on behalf n/a n/a

of HR and is now complete
Management oversight This matter is now complete and dealt with internally. n/a n/a
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Grievance Appeal Awaiting representation at appeal moved to January 2019 n/a n/a
Total Cases (5)

National Fraud Initiative is included in our audit plan; however, we only facilitate the upload of data and user account management. A
separate report will be presented to the Audit Committee in accordance with their Forward Work Programme.

Section 5 — Work in Progress as at 315t December 2018

Table 4
Type of Work In Progress Update

Section 117 Follow Up The purpose of this review is to follow up on a Limited Assurance report issued in October
2017 to ensure that the recommendations agreed by management have been implemented
in an attempt to reduce the risk. The audit field work is complete and the draft report has
been issued, awaiting management response.

Fostering Follow Up The objective of the audit was to ensure that adequate steps have been taken by the
department to implement the agreed recommendations made in the Limited assurance
Audit Report. This audit work is ongoing.

Corporate Safeguarding To undertake an assessment of the Council’s overall operating model for safeguarding to
evaluate the Council’s safeguarding performance. The review will include the safeguarding
arrangements in place for vulnerable adults as well as children.

Work is completed and draft report is under review prior to issuing the report to
management.

Main Accounting & Budgetary Control To provide assurance that effective controls are in place to ensure the prompt and accurate
recording of financial data in order to comply with reporting requirements.

The audit work has commenced and is ongoing.
Procurement Undertake an overview of the Council’s procurement arrangements with particular focus on
the overarching strategic management arrangements and category management.
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Follow up on the recommendations made as part of the Healthy Organisation Review.
In addition, undertake a comparison from partner Councils to establish best practice and
process efficiencies if applicable.

The audit brief has been agreed and the work is underway.

Highways (Potholes)

The objective of the audit is to review the procedures and processes in operation within
Highways — specifically relating to potholes to determine if the control environment is
robust.

Confirm arrangements in place (whether in-house or contractors) for how the Council
reacts to damage to roads, including potholes.

Determine the decision making process in undertaking temporary, semi-permanent or
permanent repairs. Establish how best value is obtained within the whole repair process.

Audit brief has been agreed and field work is underway, this work is now nearing
completion.

Project and Contract Management -
ARBED funding

The purpose of this piece of work was to undertake initial fieldwork on the commissioning
and procurement that took place in relation to the Arbed programme.

The Arbed programme was set up by Welsh Government to bring environmental, social
and economic benefits to Wales and coordinate investment into the energy performance of
Welsh homes.

This work is nearing completion.

Coety Primary School

The objectives of the audit are to: review the schools budgeting arrangements; ensure that
all orders and payments are being processed correctly; that purchasing cards are being
used in line with BCBC policy and that all income is being recouped by the Council for
school meals; that the Governance arrangements in the school are appropriate and that the
school’s private fund is relevant to the school. Visit has been completed and the draft
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report has been issued, awaiting Head Teacher’s response.

Performance Indicators

The objective of this audit is to review the performance management arrangements paying
particular attention to the accuracy of the performance information collected and reported
for 2017/18.

To verify the accuracy of the National, Core and Local Performance Indicators submitted
for 2017/18 providing assurance on the overall reliance that can be place on the accuracy
of the information by ensuring that all working papers and source data is correct.

This work is now complete and the draft report has been issued and awaiting management
response.

Housing Benefit

To provide assurance that there are effective controls in place surrounding data security
and control as well as quality assurance to minimise any associated risks and to ensure
compliance to GDPR. The work to include:
e Examination of staff training to undertake their duties in the processing and
administration of Housing Benefit.
¢ Individual permission controls including Northgate Revenue & Benefits system live;
system access controls for the Information @ Work system; and DWP Customer
Information System (CIS).
e Physical security controls to Scanning / Post room and Housing Benefit Office.
e Call handling / data security processes for Benefit enquiries made via telephone.

Treasury Management

To provide assurance that adequate controls are in place for the administration of the
Treasury Management process.

Property Compliance

To ensure that the Council has adequate monitoring, management and escalation
processes in place for property compliance in the Council’s buildings (including schools) in
line with legislative requirements

Security and Information Transfer

To evaluate and provide assurance on how the Council protects and secures the transfer of
emails, files and information. Additionally, to provide an independent overview relating to
the configuration of Microsoft Exchange.
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Mobile Communications

The Council has recognised the growth of mobile communications which can be
demonstrated in a number of ways including integrated self-service opportunities via the
Council website. The review will evaluate the effectiveness of the Council’s use of Mobile
Communications for its community having regards to any appropriate legislation, guidance
and internal policies.

Section 6 — Update on SWAP Reviews — as at 315t December 2018

Type of work in progress
SWAP

Update

Direct Payments

To review the effectiveness of the procedures and processes in place for Direct Payments, to
ensure compliance particularly in light of the increase in numbers as a result of the SS&WB
Act.

The audit work has now been completed and a draft report has been produced. This has been
sent to the relevant service manager for their information and we are awaiting their comments
and their response to the audit recommendations made so that this work can be finalised and
closed.

Complaints and Representations

Review complaints processes within Social Services to provide assurance as to their
effectiveness and compliance with set targets.

The audit work has now been completed and a draft report has been produced. This has been
sent to the relevant service manager for their information and we are awaiting their comments
and their response to the audit recommendations made so that this work can be finalised and
closed. AUDIT COMPLETED

Information Management — follow
up

To follow up on the information management function as a consequence of the work
undertaken in 2017/18.

The audit work has now been completed and a draft report has been produced. This has been
sent to the relevant service manager for their information and we are awaiting their comments
and their response to the audit recommendations made so that this work can be finalised and
closed. AUDIT COMPLETED

Advocacy

The scope of the audit work was to review the Council’s arrangements in place for Children’s
and Adult’'s Advocacy, including commissioning, procurement, performance management, and
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Finance. AUDIT COMPLETED.

Additional Learning Needs

To provide assurance that reasonable preparatory work has been undertaken by the Council
for the upcoming Additional Learning Needs Bill and Transformation Programme.

Terms of Reference for this review have been agreed and work is underway. Report issued.
AUDIT COMPLETED.

Domiciliary Care

To provide assurances that the Council ensures that value for money domiciliary care is
provided to eligible people in need of care, based on an accurate needs assessment.
Terms of Reference have been agreed and work is underway.

Looked After Accommodated
Children -

To provide assurance over the suitability and effectiveness of the systems and controls in place
to ensure that the Council is fulfilling its duty of care for out of authority residential care
placements, in line with the Social Services and Well-Being Act (2014) and the Children Act
(1989). Terms of Reference have been agreed and work is underway.

Adults at Risk (POVA)

Discussions are underway to formulate the Terms of Reference for this review.

Transformational Change

To identify the current position in regard to the Transformational Change Agenda with a view to
identifying a further programme of audit work during 2018-19.
Overview Completed.

Transformational Change

To interview all members of the Council’'s Corporate Management Board to ascertain how
Transformational Change is being managed across the organisation and provide assurances
that appropriate processes are being adhered to. The review will focus on the overall
governance arrangements, completeness of records and the allocation of Project Managers
with the necessary skills and experience to oversee major projects.

DOLS

Terms of Reference will be agreed once the Terms of Reference for Adults at Risk has been
agreed. Work not yet commenced.

Youth Justice and Early
Intervention Service

This review has been cancelled as the service is undergoing a comprehensive inspection;
therefore, assurances will be gained from the outcome of the inspection rather than have a
duplication of effort.

Project / Contract Management

To review a number of Council projects / contracts to ensure compliance with the appropriate
policies, procedures, guidance and legal requirements.
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Section 7 — Key Performance Measures — Benchmarking

The Internal Audit Section participates annually in the Welsh Chief Auditors Group benchmarking exercise. The results for 2017/18 have
recently been received and are as shown in Table 4 below:

Table 5
Performance Indicator IASS WCAG IASS Overall WCAG
Performance Average Performance Average
2017/2018 BCBC Performance for BCBC Performance
2017/18 2017/18 2016/17 2016/17
Percentage of Planned Audits Completed 79% 86% oAl R
Percentage of Audits Completed in Planned Time 59% 3% B C
Percentage of directly chargeable time, actual versus planned 58% 86% e <P
Average number of days from audit closing meeting to issue of draft report. 9.5 days 6 days DB SCETE
% of staff leaving during the Financial Year 35%" 12% ol (s

*combined figure for the shared service

It should be noted that 15 of the 22 Councils returned their performance figures this year representing a return rate of 68%. It is clear
from the figures provided that the Section’s performance has dipped when compared with that of 2016/17 and therefore there is room for
improvement particular in respect of audits completed within planned time.

Section 8 — Key Performance Measures — Client Satisfaction Questionnaires

At the completion of each audit, all recipients of reports are asked to comment on their satisfaction with the audit process, by way of a
survey questionnaire ranging from a score of 1 for very satisfied to a score of 5 very unsatisfied. The results for the period April to July
2018 are summarised in Table 5 below.
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Table 6
No. | Question Average Score | Average Score
of Responses of Responses
to December to March 2018
2018
1 Where appropriate, briefing of client and usefulness of initial
discussion. 1.440 1.290
2 Appropriateness of scope and objectives of the audit. 1.560 1.380
3 Timelines of audit. 1.890 1.450
4 Response of Officer to any requests for advice and assistance. 1.440 1.100
5 General helpfulness and conduct of Auditor (s) 1.330 1.100
6 Discussion of findings / recommendations during or at the conclusion
of the audit. 1.000 1.000
7 Fairness and accuracy of report. 1.440 1.190
8 Practicality and usefulness of recommendations 1.560 1.190
9 Standard of report. 1.440 1.100
10 | Client agreement with overall audit opinion. 1.440 1.190

In addition to the above, the client also has an opportunity to make their own comments on the Client Satisfaction Survey. Set out
below are three examples we have received during the period.
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Section 9 — Key Performance Measures — Staff Training

We continue to invest in the development of staff; we have recognised that, whilst the overall audit budget continues to reduce, the
need for high quality assurance services does not. Indeed, with the increasing challenges and complexity facing local government and
other public sector services, the need for well trained, motivated and versatile audit staff has never been higher.

In terms of professional training, we have 1 member of staff who is currently studying for the Chartered Institute of Public Finance and
Accountancy qualification. The member of staff has successfully completed the Professional Certificate stage of the qualification and
has now moved on to the Professional Diploma stage. Another member of staff is about to embark (in January) on their studies to
attain the Professional Practitioner’s level of the Institute of Internal Auditors qualification.

Staff are encouraged to attend courses and seminars that develop their skills, develop skills for the shared service and also further
develop network opportunities. Listed below are a number of training courses that staff have either attended or are scheduled to attend
during the coming months:-

COA Financials refresher training — completed.

IT Governance Principles — completed.

Best Practices in threat intelligence for threat containment — completed.
Use of IDEA software — completed.

Safeguarding — completed.

General Data Protection Regulations training — completed.
Wales Audit Office — Finance for the future.

Institute of Internal Auditors (l11A) Wales Conference — attended.
CIPFA Procurement and Contract Audit Summit — attended.
Domestic Abuse and Sexual Violence — completed.

e Armed Forces Covenant — Completed.
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Section 10 — Matters of Note

Based on the work completed by the Internal Audit Shared Service so far this year, and with the exception of the limited report outlined in
Section 3 above, there are no significant cross cutting control issues that have been identified that would impact on the Council’s Annual
Governance Statement. The weaknesses that have been identified are service specific and the recommendations made to improve the
overall control environment have been accepted and are being / will be implemented.

Notwithstanding the above, it is important to highlight the current interim arrangements that are in place in relation to two of the key
Statutory Officers of the Council and members of the Corporate Management Board. With the recent departure of the Chief Executive as
Head of Paid Services, the Corporate Director Communities has been appointed on an interim basis as the Head of Paid Services (Chief
Executive) - interim, this together with the continued interim arrangements in place to cover the statutory position of the Council’'s Section
151 Officer / Head of Finance, causes some concern from a continuity and capacity perspective. Whilst, there is little or no risk in the
short term as both Statutory Officers are extremely experienced and more than capable to fulfil these roles, it is important that these
interim positions are permanently addressed as soon as possible to ensure that the Council’s corporate governance arrangements are
not affected in the medium to longer term.

For information:- South West Audit Partnership are continuing to help to support the completion of reviews as outlined in the 2018/19

Risk Based Audit Plan. Three new members of staff have joined the Internal Audit Shared Service on 13t August and have been
provided with the necessary induction training together with their work allocation for the relevant quarters.

Page | 12
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BRIDGEND COUNTY BOROUGH COUNCIL
REPORT TO AUDIT COMMITTEE
17 JANUARY 2019
REPORT OF THE CHIEF INTERNAL AUDITOR
INTERNAL AUDIT — CORPORATE FRAUD FRAMEWORK
1. Purpose of report

1.1 To provide Members with an update on the Council’s overarching Corporate Fraud
Framework in accordance with the functions of the Audit Committee as outlined in
their Terms of Reference.

2. Connection to corporate improvement objectives/other corporate priorities
2.1 This report assists in the achievement of the following corporate priority/priorities:

o Smarter use of resources — ensuring that all its resources (financial, physical,
human and technological) are used as effectively and efficiently as possible
and support the development of resources throughout the community that
can help deliver the Council’s priorities.

3. Background
3.1 One of the Core functions of an effective Audit Committee is:

o To consider the effectiveness of the Council’s Risk Management arrangements, the
control environment and associated anti-fraud and corruption arrangements.

3.2  Therefore, this report is focused on updating the Committee on the arrangements in
place for Corporate Fraud.

3.3  The challenge presented to Councils by fraud is significant. As stated in the “The
Local Government Counter Fraud and Corruption Strategy 2016-19” (usually known
as Fighting Fraud and Corruption Locally), it is estimated that fraud cost councils
around £2.1 billion each year and some reports produced by other organisations
suggest that this figure could actualy be higher.

3.4  The impact of fraud should never be underestimated. Fraud leaves the Council with
less to spend on services for residents and costs taxpayer's money. Fraud against
a local council is not a victimless crime. There’s not only the lost/stolen money to
consider but also:

e The loss of working time, with officers putting things right and liaising with
police and lawyers;

e Cost of the investigation and any subsequenct court costs;

¢ Increased insurance premiums;

¢ Reduced or poor service for residents;
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3.5

3.6

4.2

4.3

5.1

6.1

7.1

e Political impacts;
¢ Reputational damage for individuals or the Council as a whole; and
e Poor staff morale leading to poor performance and/or fraud.

According to the CIPFA Fraud and Corruption Tracker 2016; the areas posing the
highest fraud risk for councils were (this list is not exhaustive):

Council Tax Fraud — intentionally giving incorrect or misleading information;

Social Housing / Tenancy Fraud — the unlawful misuse of social housing;
Procurement Fraud — supply chain, contract letting etc.; and

Adult and social care and direct payments — overstatement of needs through flase
declarations, multiple claims across authorities, collusion with care agencies etc..

Public Service orgnaisations have a responsibility to embed effective standards for
countering fraud, corruption and bribery. This supports good governance and
demonstrates effective financial stewardship and strong public finance.

Current situation/proposal

A review has been undertaken which has been based on the good practice
identified in the Local Government Fraud Strategy. It included an assessment of
how well the Council acknowledges the risk of fraud and how it prevents, detects
and pursues monies or assets obtained fraudulently. Attached at Appendix A is
the Fraud Strategy and Framework 2018/19 to 2020/21 together with an Action Plan
of proactive fraud activity to stimulate improvement which has been developed as a
consequence of the assessment. This document provides an extension to the
Council’s existing policies affording a framework of reactive and proactive initiatives
to detect fraud and / or demonstrate assurance that fraud has not taken place.

Attached at Appendix B is the Council’s updated Anti-Fraud & Bribery Strategy for
Audit Committee’s comment before submitting to Cabinet for approval.

In addition and attached at Appendix C is the Council’s Anti-Money Laundering
Policy which has also been reviewed and updated for Audit Committee’s comment
before submitting to Cabinet for approval.

Effect upon policy framework and procedure rules

There is no effect upon the policy framework and procedure rules.

Equality Impact Assessment

There are no equality implications arising from this report.

Well-being of Future Generations (Wales) Act 2015 implications

The well-being goals identified in the Act were considered in the preparation of this

report. It is considered that there will be no significant or unacceptable impacts
upon the achievement of well-being goals/objectives as a result of this report.
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8. Financial implications

8.1  Effective Audit planning and monitoring are key contributors in ensuring that the
Council’s assets and interests are properly accounted for and safeguarded.

9. Recommendation
9.1  That Members note the Fraud Strategy and Framework 2018/19 to 2020/21.

9.2 That Members have regard to the content of the Anti-Fraud & Bribery Strategy as
set out in Appendix B and note that it will be referred to Cabinet for approval.

9.3 That members have regard to the content of the Anti-Money Laundering Policy as

set out in Appendix C and note that it will be referred to Cabinet for approval.

Helen Smith

Chief Internal Auditor

17t January 2019

Contact Officer: Helen Smith — Chief Internal Auditor
Telephone: (01656) 754901

E-mail: internalaudit@bridgend.qov.uk

Postal Address

Bridgend County Borough Council
Internal Audit

Innovation Centre

Bridgend Science Park

Bridgend

CF31 3NA

Background Documents

None
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1. Introduction

Public Service organisations have a responsibility to embed effective standards
for countering fraud, corruption and bribery into the organisations. This
supports good governance and demonstrates effective financial stewardship
and strong public financial management.

Acknowloedge Respansibitity

The CIPFA Code of Practice on Managing the Risk of Fraud & Corruption
published in October 2014, sets out the principles that define the governance
and operational arrangements necessary for an effective counter fraud
response.

Provide

Toake
Rosourcaes Action

It is these principles that underpin the approach to support the management of the risk of fraud, corruption and bribery within
the Bridgend County Borough Council.

The Bridgend County Borough Council has a zero tolerance culture to fraud, corruption and bribery.

“The Council’s culture is one of honesty and opposition to fraud and corruption There is an expectation and requirement that all individuals and organisations dealing in any way with the
Council will act with /11:g/1 standards of property, openness and Ihtegrity and that Council emp]oyees or its agem‘( s) at all levels will lead [7)/ example in these matters. ( Bridgend C'aunt)/ Boroug[z
Council — Anti-Fraud & Bribery Strategy).

The Council maintains a suite of strategies and policies to support the effective management of the prevention, detection,
investigation of fraud, corruption and bribery (Anti-Fraud & Bribery Policy; Anti-Money Laundering Policy, Whistleblowing
Policy). This document provides an extension to the council’'s existing policies affording a framework of reactive and
proactive initiatives to detect fraud and / or demonstrate assurance that fraud has not taken place.
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2. The Changing Face of Fraud

The changing context, in which local government
services are delivered, the increasing risk of fraud
by motivated offenders, reduced local authority
resources and associated changes to existing local
control frameworks together create a pressing
need for a new approach to tackling fraud
perpetrated against local government. The
principles of the required approach are outlined

in (fig 1).

Acknowledge &
Understand

Prevent & Detect

Pursue

* Assessing and
understanding the fraud risk

» Committing to support and
resource to tackling fraud

» Maintaining a robust anti-
fraud response

» Making better use of
information & technology

» Enhancing fruad controls
and processes

* Developing a more effective
anti-fraud culture

* Prioritising fraud recovery
and the use of civil
sanctions.

« Developing capability and
capacity to punish
fraudsters.

* Collaborating with law
enforcement.

Flg 1 (Fighting Fraud & Corruption Locally — The local government counter fraud & corruption strategy)

These principles are underpinned by having regards to:

Culture

e Creating a culture in which beating fraud and corruption is part of daily business.

Capability

o Ensuring that the range of counter fraud measures deployed is appropriate to the range of risks.

. Deploying the right level of resources to deal with the level of risk

Capacity

Competence

e Having the right skills and standards.

Communication

. Raising awareness, deterring fraudsters, sharing information, celebrating success.

Collaboration :

Working across boundaries with other authorities and agencies, sharing resources, skills and learning.
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. Reactive Fraud Activity

Internal Audit will work seamlessly with management in the effective review and investigation of any reported incidents of
fraud and irregularity. All such reviews will be co-ordinated by professional staff, in accordance with the Council’s Anti-Fraud
& Bribery Policy.

Reactive fraud and irregularity work is unpredictable with regard its level and duration; however, Internal Audit will monitor
this during the year and support management where deemed necessary.

. Proactive Approach

Whilst the established process to reactive fraud assists the Council in responding to notified incidents or suspicions of fraud
and irregularity, it is equally important to ensure proactive initiatives are appropriately explored to understand, prevent and
deter fraud risks across the Council.

Such proactive measures have been designed alongside the themes outlined within the “Six Cs” (Culture, Capability,
Competence, Communication and Collaboration).

Internal Audits’ understanding of the Council’s service activities coupled with research from benchmarking with other local
authorities / publications and national surveys fraud risks have highlighted a list of areas for consideration as part of the
Council’s proactive fraud activities for 2018/19.

It is also recognised that 2018 is a National Fraud Initiative investigation year and as such Internal Audit will be facilitating
this process.
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5. Fraud Action Plan 2018/19 to 2020/21

A self-assessment against the Fighting Fraud & Corruption Locally 2016 was completed and an action plan put in place to
stimulate improvement. Building on this intelligence and through locally retained knowledge and expertise the following

action plan of proactive fraud activity is proposed for 2018/19 to 2020/21

Activity Scope Allocated  Responsible Due Expected
Resource Officer Date Outcome
(days)
Fraud Risk To develop fraud risks register(s) and align to Internal Audit  April Key fraud risks aligned to the
Registers complement the existing risk management 2019 Council on which to monitor and
approach. focus future proactive fraud activity.
Fraud Risk Register Maintain the fraud risk register and regularly Internal Audit Ongoing Focussed proactive work in
monitoring trends to identify areas of high risk to accordance with outcome of the
2020/21 trend analysis.
National Fraud To facilitate the timely delivery of NFI 2018 /19 data Internal Audit Oct 18 Investigation of all recommended
Initiative matches. To matches as reported in the NFI
Undertake integrity checks on a sample of cleared Oct 19 download in a timely manner and in
matches to ensure robustness / quality of review accordance with the guidance.
and select of sample of high risk matches across
the spectrum to investigate.
Ongoing
Regularly monitor progress against recommended to
matches throughout the duration of the exercise. 2020/21
Develop devoted To enable a clear and concise point of reference for Internal Audit April 19  Through engagement with Comms /
fraud internet / necessary information on fraud and irregularity Web design, create an interactive
intranet pages maximising the potential of digital to enhance the web/intranet page maximising the
user experience. Ongoing use of digital to effectively
to communicate and embed cultural
Maintain the fraud internet / intranet pages to 2020/21 awareness.
ensure they are kept up to date.
Training & Develop an effective fraud awareness training Internal Audit April 19  To develop and roll out training
Awareness programme for Members and Officers. model corporately and delivery of
bespoke training from Members.
Assess and deliver focused areas
of officer training (Bribery Act,
Provide ongoing training as required for the duration Ongoing Fraud Act, Money Laundering).
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Data Analytics

Develop alerts and
newsletters to raise
awareness and
notify readers of
new and potential
fraud risks.

No Recourse to
Public Funds

Annual Report on
Fraud & Irregularity

Schools

of the action plan

To maximise the use of data analytics and data
matching to match electronic data to detect and
prevent fraud.

Develop alerts and newsletter across the Council.

Produce Newsletters at regular intervals throughout
the duration of the action plan.

With a national increase in applications there has
been a consequent increase in attempts by
fraudsters to obtain public funds via false
applications. Also a developing trend for individuals
to make multiple applications across different
authorities. This can be linked to the NFI 2018 data
matching exercise.

To produce an end of year report to those charged
with governance covering all reactive and proactive
fraud initiatives.

Conduct a “Fraud Health Check” across school
establishments to attain assurance over the controls
and governance in place to mitigate the potential for
fraud.

As Above

As above

As above

Head of Audit

Internal Audit

to
2020/21
April 19

April 19

Ongoing
to
2020/21

April 19

April 19
April 20
April 21

March
2021

To complement the NFI through a
suite of data matches across the
Council providing real time
identification of instances requiring
further investigation.

Knowledge sharing and awareness
disseminated across the Council.

Investigation of potential fraudulent
activity or provision of assurance
that controls to mitigate recognised
fraud is working.

To present a report to CMT and
Audit Committee outlining progress
against

To consolidate findings and relay to
all schools and Governors through
the most appropriate medium
(newsletter, conference etc.,)
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6. Six C’s Matrix

Top Level thcy
Support review /
alignment
_ Awareness
Reporting / training
Professionally Ongoing CPD

trained staff

Competence

Fraud Risk
Register
Data Analytics Horlzpn
Scanning
Proactive Fraud -, .
Plan Capabiliy Benchmarking
Training Policy
. Celebrate
Risk
Success (as
Awareness
deterrent)
Fraud Communication Liaison

Bulletin

Accountability

Alignment of
fraud risk
Proficient /
flexible
resource
National
Data
Sharing Fraud
Initiative

Liaison
(other LA's
/ agencies

Collaboration

Fraud Hubs
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7. Key Fraud Risks relevant to Bridgend County Borough Council

Fraud Risk Area

Overview

Internal Fraud

Procurement Fraud
Insurance Fraud

Disabled Facilities Grants
Grants

Schools

No recourse to public funds
Commissioning of services
Financial Assessments

NFI — Tenancy Fraud, Payroll, Council
Tax, Blue Badges, Pensions

Diverting Council monies to a personal account, accepting bribes, stealing cash,
misallocating social housing for personal gain, working elsewhere while claiming to be off
sick, false overtime claims, allowances / expenses claims, misuse of time / resources,
conflicts of interest, inappropriate acceptance of gifts & hospitality, manipulation of key
systems i.e. payroll, pre-employment fraud, abuse of position etc.

Tendering issues, split contracts, double invoicing (include PurchasingCards).
Fictitious claims, including slips and trips

Fraudulent applications for adaptions to homes aimed at the disabled.

Work not carried out, funds diverted, ineligibility not declared.

Procurement fraud, payroll fraud, internal fraud.

False declarations and ineligibility to public funds

Including joint commissioning, third sector partnerships, conflicts of interest, collusion.

Non-disclosure of assets. Charging policies impacted by Care Act.

Examine how robust NFI recommended matches are investigated.

This list is not exhaustive
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APPENDIX B

BREEND

ANTI-FRAUD AND BRIBERY POLICY

Acting with
Integrity

" Anti-Fraud
and Bribery
Policy

Safeguard
public money

Zerg
1olerance

Detection
and
Presention

January 2019
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Anti-Fraud and Bribery Policy

1

1.1

1.2

1.3

1.4

1.5

1.6

1.7

INTRODUCTION

In carrying out its functions and responsibilities, the Council encourages a culture of
openness and fairness and expects Elected Members and employees at all levels to adopt
the highest standards of propriety and accountability.

The Anti-Fraud and Bribery Policy recognises that the Council as a large organisation is at
risk of loss due to fraud and corruption both from within the Council and outside it. In
adopting this Policy, the Council seeks to demonstrate clearly that it is firmly committed to
dealing with fraud, corruption and bribery and will deal equally with perpetrators from inside
(Members and employees) and outside the Council. In addition, there will be no distinction
made in investigation and action between cases that generate financial benefit and those
that do not.

This Policy is one element of a wider set of arrangements in place to prevent fraud and
wrongdoing which includes its Code of Corporate Governance and the Council’s wider
polices as set out in Section 3.

In meeting the Council’s responsibilities relating to fraud and corruption, whether attempted
internally or externally, the outcomes sought from the Council's Anti-Fraud and Bribery
Policy are to:

maintain and promote a zero-tolerance culture to fraud and corruption

o safeguard public money by reducing losses from fraud and corruption to an
absolute minimum by taking practical, risk-informed steps and maintaining a strong
deterrent

e encourage prevention and promote detection and effective investigation of
suspected fraud or corruption and take robust action against those found to be
committing any such acts

e place confidence in Bridgend County Bourough Council and its work by ensuring we
act and are seen to act with integrity

There is an expectation and requirement that all Members, employees, consultants,
contractors, and service users be fair and honest, and if able to do so, provide help,
information and support to assist investigations of fraud and corruption.

The Council is aware of the high degree of external scrutiny of its affairs by a variety of
bodies, including those listed below. These bodies are important in highlighting any areas
where improvements can be made.

e Public Services Ombudsman.

e Wales Audit Office (WAQO). As part of their statutory duties, WAO is required to ensure
that the Council has in place adequate arrangements for the prevention and detection
of fraud and corruption.

Council Tax Payers — annual Inspection of the Statement of Accounts.

HM Revenues & Customs.

Department for Works & Pensions.

The Criminal Justice System.

The areas where there is potential for fraud and corruption will be periodically reviewed,
and Internal Audit plans will focus on areas of greatest risk. The relative assessed levels of
risk are set out in the Fraud Risk Wheel (see Appendix A).

3|Page
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Anti-Fraud and Bribery Policy

2.1

2.2

2.3

2.4

2.5

2.6

DEFINITIONS
Fraud

The Chartered Institute of Public Finance and Accountancy (CIPFA) defines fraud as “Any
intentional false representation, including failure to declare information or abuse of position
that is carried out to make gain, cause loss or expose another to the risk of loss”. In the
UK, the term fraud is used to describe many acts such as deception, forgery, extortion,
theft, conspiracy, embezzlement and false representation. The Fraud Act 2006 came into
force on 15 January 2006, and is legislation that has been introduced in order to provide
absolute clarity on the subject of fraud.

Section 1 of the Fraud Act 2006 introduces a general offence of fraud and three ways of
committing it:

e Fraud by false representation (Section 2 of the Act).
e Fraud by failing to disclose information (Section 3 of the Act).
e Fraud by abuse of position (Section 4 of the Act).

All the above require dishonesty and an intent to make gain or cause loss as well as by
making the representation knowing that it is or might be false or misleading; failing to
disclose information where there is a legal duty to do so; and abuse of a position where one
is expected to safeguard another person’s financial interests.

Fraud, for the purposes of this policy, goes beyond the Act and includes theft, forgery,
concealment, conspiracy and bribery. Fraud may include, but is not limited to, stealing
cash or equipment, submitting false expense claims, invoicing for goods not intended for
Council business, unauthorised removal of Council property, manipulating accounts and
records, dishonest contract arrangement and other financial irregularities.

Bribery

The Bribery Act 2010 came into force on 1 July 2011. It reforms the criminal law to provide
a new scheme of bribery offences and it provides a more effective legal framework to
combat bribery. The Act creates the following offences relevant to the Council:-

o offering, promising or giving a bribe (active bribery)
e requesting, receiving or agreeing to accept a bribe (passive bribery)

Furthermore, if the offence is proved to have been committed with the consent or
connivance of a senior officer of the organisation, then the senior officer may be personally
liable.

Money Laundering

Money laundering is a term applied to any method used to convert or exchange money or
assets obtained from criminal activity into money or assets that are “clean”, in such a way
that the “clean” money can no longer be linked back to the criminal activity. Whilst the risk
of money laundering to the Council is relatively low the Council has in place an Anti-money
Laundering Policy which sets out the responsibilities of Members and employees to prevent
the Council being subject to any money laundering practices. This Policy supports all staff
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Anti-Fraud and Bribery Policy

3.1

3.2

in complying with the money laundering provisions included within the Proceeds of Crime
Act 2002 and the Terrorism Act 2000.

RULES AND PROCEDURES

The Council has rules and procedures to ensure that its day to day operations and activities
are properly controlled and these are an important part of the internal control framework.

These include:

e The Council’'s Constitution, which includes: .

e Financial Procedure Rules (Part 4).

e Contract Procedure Rules (Part 4).

e Code of Conduct for Members including declarations of interest (Part 5).
e Code of Conduct for Council Employees (Part 5).
Code of Corporate Governance

Disciplinary Policy and Procedures.

ICT Code of Conduct.

Scheme of Delegation.

Whistleblowing Policy.

Anti-Money Laundering Policy.

Equal Opportunities Policy.

Anti-Fraud & Bribery Policy

Regulation of Investigatory Powers Act Policy
Effective recruitment and selection procedures.
Training.

These are under-pinned by the following legislation:

3.3

4.1

4.2

Fraud Act 2006.

Bribery Act 2010.

The Regulation of Investigatory Powers Act 2000.

Proceeds of Crime Act 2002.

Data Protection Act 2018 (which enshrines the General Data Protection Regulation
2016 (GDPR) into British Law).

e Human Rights Act 1998.

Failure to comply with these rules and procedures may result in formal action being taken.
In the case of employees this would be through the Council’s disciplinary procedures and
for Members would involve the Council’s Standards Committee, which hears allegations of
misconduct by Members.

CULTURE
The Council’s culture is one of honesty and zero tolerance to fraud and corruption. The
prevention or detection of fraud and corruption and the protection of public money are

everyone’s responsibility.

There is an expectation and requirement that all individuals, businesses and organisations
dealing in any way with the Council will act with high standards of probity, openness and
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4.3

4.4

4.5

4.6

4.7

4.8

4.9

integrity and that Council employees or its agent(s) at all levels will lead by example in
these matters.

The Council's Elected Members and employees play a crucial role in creating and
maintaining this culture. The Council aims to promote an environment in which Members
and employees feel able to raise concerns without fear of reprisals and confident that their
concerns will be thoroughly investigated. Staff who blow the whistle are protected: they will
not suffer detriment or be dismissed provided the concern was raised in good faith.
Members and employees are positively encouraged to raise concerns regarding fraud and
corruption, irrespective of seniority, rank or status, in the knowledge that such concerns will
be treated in confidence.

Concerns must be raised when Members or employees reasonably believe that one or
more of the following has occurred, is in the process of occurring, or is likely to occur:

a criminal offence

a failure to comply with a statutory or legal obligation
improper unauthorised use of public or other funds

a miscarriage of justice

maladministration, misconduct or malpractice
endangering of an individual’s health and safety
damage to the environment

deliberate concealment of any of the above.

As explained in the Council’'s Whistleblowing Policy, suspected instances of fraud can be
reported to:

Line managers
Section 151 Officer
Head of Audit
Monitoring Officer
Directors

Chief Executive

The Council will ensure that any allegations received in any way, including by anonymous
letters or phone calls, will be taken seriously and investigated in an appropriate manner.

The Council will deal firmly with those who defraud the Council, or who are corrupt, or
where there has been financial malpractice. There is a need to ensure that any
investigation process is not misused and, therefore, any abuse (such as employees raising
malicious allegations) may be dealt with as a disciplinary matter.

When fraud or corruption has occurred because of a breakdown or weakness in the
Council’'s systems or procedures, Directors will ensure that appropriate improvements in
systems of control are implemented to prevent a reoccurrence.

Both Elected Members and employees must ensure that they avoid situations where there
is a potential for a conflict of interest. Effective role separation will ensure decisions made
are seen to be based upon impartial advice and avoid questions about improper disclosure
of confidential information.
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5.1

5.2

5.3

5.4

5.5

RESPONSIBILITIES AND PREVENTION OF FRAUD

The Role of Elected Members

As elected representatives, all Members have a duty to citizens to protect the Council from
all forms of abuse and protect public monies. This is done through compliance with the
Members’ Code of Conduct, the Council’s Financial and Contract Procedure Rules, the
Anti-fraud and Bribery Policy and other relevant Policies and legislation.

The Council’'s Code of Conduct for Members sets out an approach to work that is honest,
fair, accountable and, as far as possible, transparent. Members are required to declare the
receipt of all gifts and hospitality in a Register maintained by the Monitoring Officer.

Members sign that they have read and understood the Members’ Code of Conduct when
they take office. These conduct and ethical matters are specifically brought to the attention
of Members during induction and include the declaration and registration of interests. It is
also a mandatory requirement that Members (and Chief Officers) formally report and sign
and annual declaration of ‘Related Party Transactions’ to ensure that they declare any
relationship with other organisations with which the Council interacts. The Monitoring
Officer advises Members of new legislative or procedural requirements.

The Role of the Monitoring Officer

The Monitoring Officer has responsibility for:

e the lawfulness and fairness of decision making

e ensuring that Elected Members are aware of the protocols, policies and procedures, as
set out at the end of this policy that apply when carrying out their duties

e jointly initiating action if fraud, bribery or corruption may have been identified along with
the Section 151 Officer

The Role of the Section 151 Officer

The Section 151 Officer has responsibility for:

o the proper administration of the council’s financial affairs under s.151 of the Local
Government Act 1972 as amended and s.114 of the Local Government Finance Act
1988 as amended. This includes the employee nominated by them to act in their
absence and any employee of thier staff acting on their behalf

e reporting to Councillors and the Wales Audit Office if either the Council, or one of its
representatives makes, or is about to make a decision which is unlawful, or involves
illegal expenditure or potential financial loss (Local Government Finance Act 1988
s.114)

e ensuring that this Policy is current

e jointly initiating action if fraud, bribery or corruption may have been identified along with
the Monitoring Officer.

The Role of Managers

Managers at all levels are responsible for the communication and implementation of the
Anti-Fraud and Bribery Policy in their work area. They are also responsible for ensuring that
their employees are aware of all of the Council’s policies, procedure rules (as detailed in
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5.6

5.7

5.8

5.9

5.10

5.11

5.12

5.13

5.14

3.2 above), and that the requirements of each are being met in their everyday business
activities. They are required to ensure that their staff are aware of their responsibilities in
relation to safeguarding the resources for which they are responsible and for reporting
suspected irregularities.

Managers are expected to create an environment in which their staff feels able to approach
them with any concerns they may have about suspected irregularities.

The Council recognises that a key preventative measure in dealing with fraud and
corruption is for managers to take effective steps at the recruitment stage to establish, as
far as possible, the honesty and integrity of potential employees, whether for permanent,
temporary or casual posts. The Council’s Strategic Equality Plan will be adhered to during
this process.

The Council has a formal recruitment procedure, which contains appropriate safeguards on
matters such as written references and verifying qualifications held. Applicants complete an
application form and must declare any criminal convictions that are not spent. Where
appropriate, applicants may also be subject to a Disclosure and Barring Service (DBS)
check.

The Council’s disciplinary procedures apply to all employees.

The Role of Individual Employees

Each employee is governed in their work by the Council’s procedure rules, as detailed in
Part 4 of the Constitution, and other codes of conduct and policies (e.g. Health and Safety,
Disciplinary Policy, ICT Code of Conduct). They are also governed by the Code of Conduct
for Council employees (Part 5 of the Constitution). Included in these are guidelines on gifts
and hospitality and codes of conduct associated with professional and personal conduct
and conflicts of interest. These are issued to all employees when they join the authority or
will be provided by their manager. Also employees are expected to follow any Code of
Conduct related to their membership of a professional institute.

Employees are responsible for ensuring that they follow the instructions given to them by
management, particularly in relation to the safekeeping of Council assets. These will be
included in induction training and procedure manuals.

The Council has a protocol on secondary employment for employees. The purpose of this
is to safeguard both the Council and employees' interests in recognising that some
employees may wish to undertake secondary employment whilst being required to provide
the highest standards of service to our customers. These could be affected if an employee
were to have secondary employment which conflicted with their Council work.

Employees must operate within Section 117 of the Local Government Act 1972 regarding
the disclosure of financial interests in contracts relating to the Council, or the non-
acceptance of any fees, gifts, hospitality or any other rewards, other than their proper
remuneration. Further information is available from the Monitoring Officer.

Employees are expected always to be aware of the possibility that fraud, corruption or theft
may exist in the workplace and be able to share their concerns with management. If for any
reason, they feel unable to speak to their manager they must refer the matter to one of
those named in paragraph 4.5 above. Failing this, employees can, if necessary, raise
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5.15

5.17

5.18

5.19

5.20

concerns anonymously (by letter or phone), and via other routes, in accordance with the
Council’s Whistleblowing Policy.

The Role of Committees

The Standards Committee includes amongst its roles and functions the promotion and
maintenance of high standards of conduct by Members, assisting Members to observe the
Member's Code of Conduct and the monitoring and operation of it. It also considers reports
submitted by the Public Services Ombudsman for Wales, the Monitoring Officer or any
other representations relating to alleged breaches of the Code. The Committee also
monitors the operation of the Council’s Whistleblowing policy.

The Audit Committee has to consider, as one of its functions, the effectiveness of the
Council’s risk management arrangements, the control environment and associated anti-
fraud and corruption arrangements. It will also monitor this policy. Every year, the
Committee receives the Head of Audit's annual opinion report which provides detailed
information on the work of the Internal Audit Section and the effectiveness of the overall
internal control environment for the Council as a whole.

The Role of Internal Audit

Internal Audit plays a vital preventative role in trying to ensure that systems and procedures
are in place to prevent and detect fraud and corruption. Internal Audit investigates cases of
suspected irregularity, with the exception of Council Tax Reduction and Blue Badge fraud
investigations - which are undertaken by the Housing Benefits’ Fraud Investigator, and
Housing Benefit fraud investigations - which are undertaken by the Department for Works
and Pensions’ (DWP) Single Fraud Investigation Service. Internal Audit liaise with
management to recommend changes in procedures to prevent or mitigate losses to the
Council.

Internal Audit has arranged and will keep under review procedures and arrangements to
develop and encourage the exchange of information on national and local fraud and
corruption activity in relation to Councils with external agencies such as:

Police.

Society of Welsh Treasurers.

Welsh Chief Internal Auditor’s Group.
External Audit.

Wales Audit Office.

National Anti-Fraud Network.

HM Revenues and Customs.
Welsh LA Investigation Group.
Department for Work and Pensions.
Single Fraud Investigation Service.
Other outside agencies.

The Role of the Housing Benefits Fraud Investigator

The Fraud Investigator (Benefits) is responsible for all Council Tax Reduction and Blue
Badge fraud investigations, in accordance with the requirements of the Human Rights Act
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5.21

6.1

6.2

6.3

6.4

1998 and other relevant legislation. In cases where employees are involved, the team will
work with Internal Audit, Human Resources and appropriate senior management to ensure
that correct procedures are followed and that this Policy is adhered to.

The Role of External Audit

Independent external audit is an essential safeguard in the stewardship of public money.
This role is delivered through the carrying out of specific reviews that are designed to test
(amongst other things) the adequacy of the Council’s financial systems, and arrangements
for preventing and detecting fraud and corruption. It is not the external auditor’s function to
prevent fraud and irregularity, but the integrity of public funds is at all times a matter of
general concern. External auditors are always alert to the possibility of fraud and
irregularity, and will act without undue delay if grounds for suspicion come to their notice.
The external auditor has a responsibility to review the Council’s arrangements to prevent
and detect fraud and irregularity, and arrangements designed to limit the opportunity for
corrupt practices.

DETECTION AND INVESTIGATION OF FRAUD

The preventative measures described in the previous section significantly reduce the risk of
fraud and corruption but cannot eliminate it entirely. Financial Procedure Rules require
Corporate Directors to be responsible for the accountability of employees, and the security,
custody and control of all other resources including plant, buildings, materials, cash and
stores appertaining to their individual Directorates in accordance with the procedures
agreed with the Council's Section 151 Officer. If a Corporate Director suspects any
irregularities concerning cash, inventories or other property of the Council or held on trust
by the Council, the Corporate Director concerned will notify the Section 151 Officer
immediately, who will take such steps as considered necessary by way of investigation and
report.

Internal Audit plays an important role in the detection of fraud and corruption. Included in
the Audit Plan are reviews of system financial controls and specific fraud and corruption
tests, spot checks and unannounced visits. Any decision to refer a matter to the Police will
be taken by the Head of Audit. Internal Audit may also seek informal advice from the Police
in the early stages of an investigation. Care will be taken to ensure that internal disciplinary
procedures are followed but do not prejudice any criminal case.

In addition to Internal Audit, there are numerous systems controls in place to deter fraud
and corruption, but it is often the vigilance of employees and members of the public that
aids detection. The Council's Whistleblowing Policy is intended to encourage and enable
staff to raise serious concerns. Employees reporting concerns in this way are afforded
certain rights under the Public Interest Disclosure Act 1998. All employees can raise their
concerns under this policy, as well as contractors working for the Council (e.g. agency staff,
builders etc.) and the voluntary sector. This would normally be with the immediate line
manager. However, if the concerns are so serious or sensitive then they should be raised
with a Chief Officer, for example a Director, the Chief Executive Officer, Section 151
Officer, Monitoring Officer, or the Head of Audit. This Policy also applies to suppliers of
goods and services under a contract. However, this policy is not available for use by
members of the public who should instead use the Corporate Complaint’s Policy.

Within the Council’'s Constitution, Members and employees shall comply with the
requirements of Section 117 of the Local Government Act 1972, the Bribery Act 2012, and
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6.5

6.6

7.1

7.2

7.3

8.1

8.2

the Members’ and Employees’ Codes of Conduct in respect of the declaration of interests in
contracts. Such interests must be declared to the Monitoring Officer for inclusion in the
appropriate registers. All are required to give notice in writing of pecuniary (financial)
interests in contracts relating to the Council or the offer of any fees or rewards other than
their proper remuneration. All employees must declare any offers of gifts or hospitality
above a value of £20, which are in any way related to the performance of their duties.

Theft, fraud and corruption are serious offences against the Council and employees will
face disciplinary action if the outcome of an investigation indicates improper behaviour by
an employee. Depending on the circumstances of each individual case, criminal
proceedings may also be instigated.

Members will face appropriate action if they are found to have been involved in theft, fraud
or corruption against the Council. Appropriate action will be taken including referring the
matter to the Monitoring Officer and/or the Public Ombudsman for Wales. Depending on
the circumstances of each individual case, criminal proceedings may also be instigated.

TRAINING AND AWARENESS

The Council recognises that an important aspect of its Anti-Fraud and Bribery Policy is the
general awareness and responsiveness of employees throughout the Council. To facilitate
this, the Council supports induction and training, particularly for employees involved in
internal control systems. All employees are made aware of the Anti-Fraud and Bribery
Policy via various channels of communication e.g. team meetings and the Intranet.

In addition the Council will seek via appropriate publicity to increase and maintain the
general public awareness of the facilities available to report concerns about fraud and
corruption.

The investigation of fraud and corruption is carried out in consultation with Services by the
Council’s Internal Audit Team whose skill base in investigative techniques is maintained by
appropriate training. Staff within the Housing Benefits Team and Regulatory Service
receives specific training on fraud and corruption and the Fraud Act to help support their
work on financial investigations.

CONCLUSION

The Council sets high standards, with core values of accountability and openness.

The Council will maintain a continuous review of all systems and procedures through its
Internal Audit Plan and responding to recommendations from external regulators. The Anti-

Fraud and Bribery Policy and its effectiveness will be periodically reviewed by the Audit
Committee.

11|Page

Page 147



Anti-Fraud and Bribery Policy

Appendix A : Fraud risk wheel
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1.1

1.2

2.1

2.2

Introduction

The purpose of this document is to provide Members and staff with an understanding
of “Money Laundering”, to provide them with guidance on identifying money
laundering and to set out the procedures they must follow to ensure the Council
complies with its legal obligations.

Historically, legislation to tackle the laundering of the proceeds of crime was aimed
at the financial and investment sector. However, it was subsequently recognised
that those involved in criminal conduct and terrorism were able to ‘clean’ criminal
proceeds through a wider range of businesses and professional activities. Criminals
are becoming increasingly sophisticated in the techniques they employ and local
authorities could be seen as softer targets.

What is Money Laundering?

Money Laundering is any process where funds derived from criminal activity
including terrorist financing are given the appearance of being legitimate by being
exchanged for ‘clean’ money or property. Examples of money laundering offences
include tax evasion, theft, bribery, smuggling — including drug trafficking — and illegal
arms sales. There are two types of offences which may be committed:

* Money laundering offences (see section 5.1).

* Failure to report money laundering offences (see section 7).

The main legislation covering anti-money laundering is:

¢ Sanctions and Anti-Money Laundering Act 2018

This provides the basis for the detection, investigation and prevention of money
laundering and terrorist financing and enable sanctions to be imposed to support
this.

The Money Laundering, Terrorist Financing and Transfer of Funds (Information on
the Payer) Regulations 2017

These regulations set out the detailed requirements for organisations and
individuals engaged in regulated activities.

Proceeds of Crime Act 2002

This defines the money laundering offences and gives law enformcement agencies
far reaching powers to deal with them.

Terrorism Act 2000

This defines the primary offences related to terrorism funding and requires regulated
businesses to report knowledge or suspicion of offences.

Other legislation includes:

Criminal Finances Act 2017

Terrorist Asset-Freezing etc. Act 2010
Counter- Terrorism Act 2008

Anti- terrorism, Crime and Security Act 2001
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2.4 Money laundering can take many forms such as:

e Concealing, disguising, converting or transferring criminal property or removing it
from the UK.

e Entering into or becoming concerned in an arrangement which you know or suspect
facilitates the acquisition, retention, use or control of criminal property by or on behalf
of another person.

e Acquiring, using or possessing criminal property.

Investing the proceeds of crime into other financial products or the acquisition of
property/assets.

¢ Tipping off a person(s) who is or is suspected of being involved in money laundering
in such a way as to reduce the likelihood of or prejudice an investigation.

o Generating money from a transaction if you have reasonable ground to believe the
money will fund terrorism.

2.5 The channelling of the money often involves the following three stages:
e Placement
This is the movement of cash from its source - following a crime the monies are paid

into a bank account or used to purchase an asset.

e Layering
Using a number of complex transactions to hide the proceeds of crime.

e Intergration
Return of the illicit funds back into the accounts to make them appear lawful.

3. The Obligations of the Council
3.1 The law requires those organisations in the regulated sector and conducting relevant
business to:

¢ Appoint a Money Laundering Reporting Officer (‘MLRO’) to receive disclosures from
employees of suspected money laundering activity.

o Implement risk sensitive policies and procedures relating to customer due diligence,
reporting, record keeping, internal control, risk assessment and management, the
monitoring and management of compliance and the internal communication of such
policies and procedures.

3.2 Not all the Council’s business is ‘relevant’ for these purposes. It is mainly those
carried out by Customer Services, Procurement, Finance and certain company and
property transactions carried out by Legal Services. However, the safest way to
ensure compliance with the law is to apply it to all areas of work undertaken by the
Council. Therefore, all Members and employees are required to comply with the
Council's Anti-Money Laundering Policy in terms of reporting concerns about
possible money laundering.

3.3 The Money Laundering, Terrorist Financing and Transfer of Funds (Information on
the Payer) Regulations 2017 and the Sanctions and Anti-Money Laundering Act
2018 require appropriate systems of internal control to prevent money laundering.
These controls are required to help identify possible attempts to launder money or
fund terrorism, so that appropriate action to prevent or report it can be taken.
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3.4 Systems of internal control should help identify unusual or suspicious transactions
or customer activity. These include:

¢ Identification of relevant risks and responsibilities under this Policy;

e Provision of information to relevant persons on suspected money laundering risks;

e Training of relevant employees on the legal and regulatory responsibilities for
money laundering and control measures;

e Measures to ensure that money laundering risks are taken into account in the day
to day operations of the organisation.

3.5 Where money laundering is suspected the MLRO must report the matter to the
National Crime Agency.

4. The Money Laundering Reporting Officer

4.1 The officer nominated to receive disclosures about money laundering activity within
the Council is the Section 151 Officer who can be contacted as follows:

Section 151 Officer, Bridgend County Borough Council, Civic Offices, Angel Street,
Bridgend, CF31 4WB

In the absence of the Section 151 Officer, the employee should contact either the
Group Manager — Chief Accountant or the Group Mananger — Financial Planning
and Budget Management, Bridgend County Borough Council, Raven’s Court,
Brewery Lane, Bridgend, CF31 4AP.

5. Identification of potential money laundering situations

5.1 It is not possible to give a definitive list of ways in which to identify money laundering
or how to decide whether to make a report to the MLRO. The following are types of
risk factors which may, either alone or cumulatively, suggest possible money
laundering activity:

Payment of a substantial sum in cash — anything which is £5,000 or more

Payment of lower cash sums where cash is not the normal means of payment

A new customer or use of new/shell companies

A secretive customer, e.g. refuses to provide proof of identity or other requested

information without a reasonable explanation

Concerns about the honesty, integrity, identity or location of a customer

¢ lllogical third party transaction such as unnecessary routing or receipt of funds from
third parties or through third party accounts

¢ Involvement of an unconnected third party without logical reason or explanation

¢ Overpayments by a customer or payments of deposits subsequently requested
back without a reasonable explanation

e Absence of an obvious legitimate source of funds

e Movement of funds overseas, particularly to a higher risk country or tax haven

¢ Receipt of monies from countries outside the EU who do not have effective systems

to counter money laundering or terrorist financing

Unusual transactions or ways of conducting business, without reasonable

explanation
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e A transaction without obvious legitimate purpose or which appears uneconomic,
inefficient or irrational

e Transactions with PEP (Politically Exposed Persons) or their family. These include
Members of Parliament, Senior Government officials, Diplomats and high ranking
officers in the Armed Forces

e The cancellation or reversal of an earlier transaction

e Requests for release of customer account details other than in the normal course
of business

¢ Transactions at substantially above or below fair market values
Poor business records or internal accounting controls

e A previous transaction for the same customer which has been, or should have
been, reported to the MLRO

o Lack of ‘traceability’ of persons involved
Individuals and companies that are insolvent yet have funds

These are just examples where money laundering can take place. If you suspect

money laundering in another area you should consult with the Money Laundering
Officer for advice.

6. Staff Responsibilites

6.1 All Members and employees are required to adhere to this policy but certain
financial and legal services staff are more likely to have to comply with the customer
identification procedure, ‘due diligence’ and the record keeping procedures.

6.2 There are two levels of ‘due diligence’. The 2017 Regulations require due diligence
to be carried out on a risk sensitive basis, these are:

‘Simplified due diligence’ - required where there is a low risk of money laundering.
For example:

e company is listed on the stock exchange a company search and evidence of the
listing would suffice. (Note, for example, a company search is often undertaken /
may already have been undertaken for BCBC by the Procurement Section in
conjunction with the Finance Department — so further enquiry may not need to be
undertaken)

e Government bodies and organisations who are regulated by a professional body.

e European Union (EU) (Currently this applies to organisations in the EU but this is
subject to change following the withdrawal of the UK from the EU.)

‘Enhanced due diligence’ should be applied for those customers with a high-risk
status. For example:

¢ Remote transactions where the customer is not physically present.

e Organisations or individuals identified as high risk of money laundering or terrorism
finance.

¢ Organisations which Her Majesty’s Revenues and Customs (HMRC) or other law
enforcement authorities have identified as high risk.

¢ Organisations from countries identified as high risk.

o Where false or stolen documents have been provided as evidence.
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e Customer is a Politically Exposed Person (defined as persons entrusted with
prominent public functions either in the UK or abroad)' or an immediate family or
associate of that person.

e A transaction is complex, unusually large, or with an unusual pattern.

6.3 Due diligence will not have to be considered for organisations regulated by the
Financial Services Authority (FSA) or supervised by a listed professional regulator
e.g. the Solicitors Regulation Authority.

6.4 Where due diligence investigations are undertaken, evidence of the customer
identification (paragraph 6.7) and the record of the relationship / transaction should
be retained for at least five years from the end of the business relationship of
transaction(s). If there is a criminal prosecution they must be retained until the legal
proceedings are concluded.

The records that must be kept are:

o Copies of the evidence obtained to satisfy the due diligence obligations and details
of customer transactions for five years after the end of the business relationship

e The supporting evidence and records in respect of the business relationships and
occasional transactions which are the subject of customer due diligence measures
or ongoing monitoring

e A copy of the identification documents accepted and verification evidence obtained

e References to the evidence of identity, including those of the ‘beneficial owner’,
the individual that ultimately owns or controls the organisation on whose behalf a
transaction or activity is being conducted

e Transaction and business relationship records should be maintained in a form from
which a satisfactory audit trail may be compiled, and which may establish a financial
profile of any suspect account or customer

e A written account of the risk assessment

6.5 If satisfactory evidence of identity is not obtained at the outset of the matter then the
business relationship or one off transaction(s) cannot proceed any further.

6.6 The customer identification procedure (paragraph 6.7) must be carried out when the
Council is carrying out ‘relevant business’ and:

e Forms a business partnership with a customer,

« Undertakes a one-off transaction (including a property transaction or payment of a
debt) involving payment by or to a customer of €15,000 (approximately £12,500) or
more,

¢ Undertakes a series of linked one-off transactions involving total payment by or to
the customer(s) of €15,000 (approximately £12,500) or more,

e Itis known or suspected that a one-off transaction, or a series of them, involves
money laundering. The customer identification procedure must be completed
before any business is undertaken for that customer in relation to accountancy,
procurement, audit and legal services with a financial or real estate transaction.

6.7 Customer Identification Procedure. Employees must:

Identify the person seeking to form the business relationship or conduct the
transaction (an individual or company / organisation),

Verify their identity using reliable, independent sources of information,

1 Examples include: Government Ministers, Members of Parliament, Members of political party Governing
Bodies, high ranking officers in the armed forces. This in not exhaustive and if unsure please contact Finance
for more information
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¢ Identify who benefits from the transaction,

e Monitor transactions to make sure they are consistent with what you understand
about that person or country,

e Understand the source of their funds,

e Ensure there is a logical reason why they would want to do business with the
Council.

6.8 This applies to existing customers, as well as new ones but evidence for
transactions more than 10 years old need not be retained unless any related
investigation has not concluded. In these instances they must be retained until the
National Crime Agency (NCA) has given permission to destroy the data.

6.9 The law does not prescribe the precise form in which the records are to be retained.
However, they must be admissible as evidence in any trial. In practice, most courts
will accept electronic scanned documents but there maybe certain circumstances
where this is not permissible.

6.10 Some of the information retained may constitute personal information in accordance
with the Data Protection Act 2018 and the General Data Protection Regulation 2016
(GDPR). The legislation provides exemptions to permit the sharing of personal data
in pursuance of anti money laudering requirements.

7. Reporting Procedure
7.1 The MLRO is responsible for investigating the suspicion and reporting any

suspected Money Laundering activity to the National Crime Agency.

7.2 If you know or suspect that money laundering activity is taking place, has taken
place, or that your involvement in a matter may amount to a prohibited act under the
legislation, this must be disclosed immediately to the MLRO. This disclosure should
be done within hours of the information coming to your attention, not weeks or
months later. If you do not disclose information immediately, then you may be
liable to criminal prosecution.

7.3 Your disclosure should be made using the report form attached at Appendix 2. The
disclosure report must contain as much detail as possible, for example:

o Full details of the people involved (including yourself if relevant), e.g. name, date
of birth, address, company names, directorships, phone numbers, etc

e Full details of the nature of your and their involvement

e The types of money laundering activity suspected

The dates of such activities, including whether the transactions have happened,

are ongoing or are imminent

e Where they took place

e How they were undertaken

e The (likely) amount of money/assets involved
o Why, exactly, you are suspicious of.

7.4 You should also supply any other available information to help the MLRO to make
a sound judgement as to the next steps to be taken and you should enclose copies
of any relevant supporting documentation.

7.5 If you are a legal adviser and consider that legal professional privilege may apply to

the information, you should explain fully in the report form the reasons why you
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7.6

7.7

7.8

7.9

8.1

8.2

8.3

8.4

8.5

contend the information is privileged. The MLRO, in consultation with the Monitoring
Officer (Head of Legal and Regulatory Services), will then decide whether the
information is exempt from the requirement to report suspected money laundering
to the National Crime Agency (NCA).

Once you have reported the matter to the MLRO you must follow any directions
given. You must NOT make any further enquiries into the matter yourself. Any
necessary investigation will be undertaken by the NCA. All employees will be
required to co-operate with the MLRO and the authorities during any subsequent
money laundering investigation.

At no time and under no circumstances should you voice any suspicions to the
person(s) whom you suspect of money laundering or to any other individual without
the specific consent of the MLRO. If you do so, you may commit the offence of
‘tipping off’.

Do not make any reference on records held to the fact that you have made a report
to the MLRO. If a customer exercises their right to see their record, any such note
would obviously tip them off to the report having been made and may render you
liable to prosecution. The MLRO will keep the appropriate records in a confidential
manner.

In all cases no further action must be taken in relation to the transaction(s) in

question until either the MLRO or the NCA (if applicable) has specifically given their
written consent to proceed.

Failure to report money laundering offences or suspicions

In addition to the money laundering offences, there are other offences of failure to
report suspicions of money laundering. These are committed where, in the course
of conducting relevant business, you know or suspect, or have reasonable grounds
to do so (even if you did not know or suspect), that another person is engaged in
money laundering and you do not disclose this as soon as is practicable to the
MLRO.

Failure to report money laundering offences means that potentially any employee
could be caught by the money laundering provisions if they suspect money
laundering and either become involved with it in some way and/or do nothing about
their suspicions.

Whilst the risk of contravening the legislation is low, it is extremely important that all
employees understand their legal responsibilities, as serious criminal sanctions may
be imposed for breaches of the legislation. However, an offence is not committed if
the suspected money laundering activity is reported to the MLRO and appropriate
consent obtained to continue with the transaction.

If you report suspected money laundering to the MLRO, you should not discuss it
with anyone else: you may commit a further offence of ‘tipping off’ ( if, knowing a
disclosure to the MLRO has been made, you make a disclosure to someone else
which is likely to prejudice any investigation which might be conducted.

Even if you have not reported the matter to the MLRO, if you know or suspect that
such a disclosure has been made and you mention it to someone else, this could
amount to a tipping off offence. Be very careful what you say and to whom, in these
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9.1

9.2

9.3

9.4

9.5

9.6

9.7

9.8

circumstances. Any person found guilty of tipping off or prejudicing an investigation
is liable to imprisonment (maximum five years), an unlimited fine, or both.

Consideration of disclosure report by the MLRO

On receipt of a disclosure report, the MLRO will record the date of receipt on the
report, acknowledge receipt of it and indicate when they expect to respond.

The MLRO will consider the report and any other available internal information they
may conider relevant. This may include:

Reviewing other transactions, patterns and volumes,

The length of any business relationship involved,

The number of any one-off transactions and linked one-off transactions,
Any identification evidence.

The MLRO will undertake any other inquiries deemed appropriate and will ensure
that all available information has been obtained. In doing so, the MLRO will avoid
any action which could tip off those involved, or which could give the appearance of
tipping them off. Where appropriate, Internal Audit will investigate on behalf of the
MLRO.

The MLRO may also need to discuss the report with the employee who reported the
case.

The MLRO will then consider all aspects of the case and decide whether a report to
NCA is required. He/she must make a timely determination as to:

Whether there is actual or suspected money laundering taking place,

Whether there are reasonable grounds to know or suspect that money laundering is
taking place,

Whether he needs to seek consent from the NCA for a particular transaction to
proceed.

Where the MLRO concludes one or more of the above, he/she will record his/her
conclusion (Appendix 3) and disclose the matter as soon as possible to NCA online.
The link to the website for reporting can be found in Appendix 4.

Once the MLRO has made a disclosure to NCA, their consent will be needed before
you can take any further part in the transaction. Consent will be received in the
following way:

Specific consent,

Deemed consent if no notice of refusal is received from NCA during the notice period
(i.e. 7 working days starting with the first working day after the MLRO makes the
disclosure),

Deemed consent if refusal of consent is given during the notice period but the
moratorium period has elapsed (31 days starting with the day on which the MLRO
receives notice of refusal of consent) without any further refusal of consent.

The MLRO should make clear in the report to NCA if such consent is required, and
if there are any deadlines for giving such consent, e.g. completion date or court
deadline.
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9.9

9.10

9.11

10.

10.1

10.2

11.

Where the MLRO concludes that there are no reasonable grounds to suspect money
laundering this will be recorded appropriately and they will give consent for any
ongoing or imminent transaction(s) to proceed.

All disclosure reports referred to the MLRO and subsequent reports made to the
NCA must be retained by the MLRO in a confidential file kept for that purpose, for a
minimum of five years.

The MLRO commits a criminal offence if they know or suspect, or have reasonable
grounds to do so, through a disclosure being made to them, that another person is
engaged in money laundering and they do not disclose this as soon as possible to
the NCA.

Training

The Council will take appropriate measures to ensure that employees are made
aware of the law relating to money laundering and will arrange targeted, ongoing,
training to key individuals most likely to be affected by the legislation.

As part of this training staff will be directed to this document which will be updated
regularly to reflect any legislative changes.

Conclusion

The legislative requirements concerning anti-money laundering procedures are
lengthy and complex. This document has been written to enable the Council to meet
the legal requirements in a way that is proportionate to the low risk to the Council of
contravening the legislation. Should you have any concerns whatsoever regarding
any transactions then you should contact the MLRO.

The policy will be reviewed as and when required e.g. following any legislative
changes and reported to Audit Committee, Cabinet and Council as appropriate.
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Anti-Money Laundering Policy

APPENDIX 1

MONEY LAUNDERING CHECKLIST

Is the transaction over

— Unsure Contact MLO for advice
£12,500

Does the activity involve a No to both You may'proceed with the
cash transaction over transaction
£5,000

Is the transaction with a UK
public organsition or company
regulated professional body

v v

New Customers Existing Customers

Has anthing changes since due
diligence was applied or do you
supect money laundering

Apply due dilligence for this
customer

Check website and conduct

a search with Dunn and

Bradstree for Companies

Verify address and personal Yes
details for an individual. Do

you consider anything

suspicious

Apply enhanced due dilligence.
Collect information and assess.
Do you consider money
laundering

No Yes

Report findings to MLRO
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Anti-Money Laundering Policy

APPENDIX 2

Disclosure Report to Money Laundering Reporting Officer - Re suspected money
laundering activity

Name of Reporter

Job Title/ Department

Phone No

e-mail

Name of Person Suspected

Reason for Suspicion

Have investigations been undertaken
(Please detail)

Have you discussed your suspicions with
someone else. If yes please detail

Have you consulted your suspicions with any
Supervisiory body e.g. Law Society

Do you have any reason why this matter
should not be reported to NCA?

Is the transaction prohibited under the
Section 18 Terrorism Act 2000 or Sections
327-329 Proceeds of Crime Act but has
received Consent from the NCA.

Please provide any additional information
you consider necessary to support your
submission.

Signed: Dated:

TIPPING OFF: it is a criminal offence to inform the suspect or anybody other than your line
manager that you are making this report. Please speak to the MLRO if you need any
guidance on what to say to any third parties who are chasing you in respect of a transaction.
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Anti-Money Laundering Policy

APPENDIX 3

Money Laundering Reporting Officer Report

Date report received

Date acknowledged

Are there any reasonable grounds for
suspecting money laundering (please detail)

Are there any reasonsyou do not intend
reporting the mattere to NCR (please detail)

Date of report to NCA

Please provide any additional information
you consider necessary to support your
submission.

Notice Period

Moratorium Period

Date Consent received from NCA

Date consent given to employee to proceed

Plese provide any additional information you
consider relevant

Signed: Dated:

THIS REPORT TO BE RETAINED FOR AT LEAST FIVE YEARS
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Anti-Money Laundering Policy

APPENDIX 4

Reporting of incidents need to be made on- line to the National Crime Agency. These must
ONLY be reported by the Money Laundering Reporting Officer as appropriate.

Guidance notes are available at :
Guidance on assessing for money laundering.

https://assets.publishing.service.qgov.uk/government/uploads/system/uploads/attach
ment datal/file/686152/Money Service Businesses Guidance.pdf

Guidance on the submission of a form to NCA

http://www.nationalcrimeagency.gov.uk/publications/suspicious-activity-reports-
sars/916-sar-online-user-quidance/file

Submitting the form:

https://www.ukciu.qov.uk/(yiviweyo05dgfpmn23r2rfrd)/saronline.aspx .
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Agenda Item 9

BRIDGEND COUNTY BOROUGH COUNCIL
REPORT TO AUDIT COMMITTEE
17 JANUARY 2019

REPORT OF THE CHIEF INTERNAL AUDITOR

UPDATED FORWARD WORK PROGRAMME 2018/19

1.

1.1

2.1

3.1

3.2

Purpose of report

The purpose of this report is to present to Audit Committee the updated Forward
Work Programme for 2018/19.

Connection to corporate improvement objectives/other corporate priorities
This report assists in the achievement of the following corporate priority/priorities:

o Smarter use of resources — ensuring that all its resources (financial, physical,
human and technological) are used as effectively and efficiently as possible
and support the development of resources throughout the community that
can help deliver the Council’s priorities.

Background
The Core functions of an effective Audit Committee are:-

e To consider the effectiveness of the Council’s Risk Management arrangements,
the control environment and associated anti-fraud and corruption arrangements.

e Seek assurances that action is being taken on risk-related issues identified by
auditors and inspectors.

e Be satisfied that the Council’s assurance statements properly reflect the risk
environment and any actions required to improve it.

e Oversee the work of internal audit (including the annual plan and strategy) and
monitor performance.

e Review summary internal audit reports and the main issues arising, and seek
assurance that action has been taken where necessary.

¢ Receive the annual report of the Chief Internal Auditor as Head of Audit.

e Consider the reports of external audit and inspection agencies, where
applicable.

e Ensure that there are effective relationships between external and internal audit,
inspection agencies and other relevant bodies, and that the value of the audit
process is actively promoted.

e Review and approve the financial statements, external auditor’s opinion and
reports to Members, and monitor management action in response to the issues
raised by external audit.

Effective Audit Committees help raise the profile of internal control, risk

management and financial reporting issues within an organisation, as well as
providing a forum for the discussion of issues raised by internal and external
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auditors. They enhance public trust and confidence in the financial governance of
an authority.

4. Current situation/proposal

4.1 In order to assist the Audit Committee in ensuring that due consideration is given by
the Committee to all aspects of their core functions the updated Forward Work
Programme for 2018/19 is attached at Appendix A.

5. Effect upon policy framework and procedure rules

5.1  There is no effect upon the policy framework and procedure rules.

6. Equality Impact Assessment

6.1  There are no equality implications arising from this report.

7. Well-being of Future Generations (Wales) Act 2015 implications

7.1 The well-being goals identified in the Act were considered in the preparation of this
report. It is considered that there will be no significant or unacceptable impacts
upon the achievement of well-being goals/objectives as a result of this report.

8. Financial implications

8.1  There are no financial implications arising from this report.

9. Recommendation

9.1 That Members consider and note the updated Forward Work Programme for
2018/19.

Helen Smith

Chief Internal Auditor
17t January 2019

Contact Officer: Helen Smith — Chief Internal Auditor

Telephone: (01656) 754901

E-mail: internalaudit@bridgend.qov.uk

Postal Address

Bridgend County Borough Council
Internal Audit

Innovation Centre

Bridgend Science Park

Bridgend

CF31 3NA

Background Documents

None
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APPENDIX A

AUDIT COMMITTEE
SCHEDULE OF MEETINGS AND FORWARD WORK PROGRAMME
2018 - 2019
P R](;X;SEI(())T?AL FORWARD WORK PROGRAMME OFFICER UPDATE
MEETING RESPONSIBLE

2018

28th June Information and Action Requests (if | Chief Internal Auditor (CIA) N/A
applicable).

Updated Forward Work Programme | CIA Completed
2018/19.

Pre-audited Statement of Accounts | Head of Finance Completed
2017/18.

Draft Annual Governance Statement | Head of Finance Completed
2017-18

Treasury Management Outturn 2017/18 Head of Finance Completed
Proposal to Incorporate the Shared | Head of Finance Completed
Internal Audit Service (RIASS) into a

Larger Service Hosted by the Vale of

Glamorgan Council to Include Two

Additional Councils

Incident and Near Miss Reporting Head of Finance Completed
Procedure (Excluding Health and Safety)

Community Action Fund 2017-18 Update | Head of Finance Completed
Audit Committee’s Term of Reference Head of Finance Completed
External Auditors / Inspection Reports | Head of Finance / WAO

(where applicable).

IASS Outturn Report April and May | CIA Completed
2018. Together with progress against

Plan.

Healthy Organisational Review CIA Completed

6" September Information and Action Requests CIA N/A
Updated Forward Work Programme CIA Completed
Statement of Audited Accounts and Final | Head of Finance / WAO Completed
Annual Governance Statement 2017/18
Internal Audit 4 months Outturn Report | CIA Completed
April to July 2018, progress against plan
External Auditors / Inspection Reports | Head of Finance / WAO
(where applicable).

15 November Up dated Forward Work Programme CIA Completed
Information and Action Requests (where | CIA N/A
applicable)

Risk Management Head of Finance / Risk & | Deferred to
Insurance Officer December
Update on Community Action Fund Head of Legal and Regulatory
Services Deferred to
December
Treasury Management Half Year | Head of Finance Completed
monitoring report 2018-19
Internal Audit Outturn Report — April | CIA Completed
2017 to September 2018.
Healthy Organisation Review — | CIA Completed
Information Management follow up
Incident & Near Miss Procedure Head of Finance Deferred to
December
External Auditors / Inspection Reports | Head of Finance / WAO
(where applicable). Completed
Annual Audit Letter 2017/18
Audit Committee FWP
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APPENDIX A

Annual Improvement Report 2017/18
Performance Work update — 2018/19
Service User Perspective of Disabled
Facilities Grants

13t December

Risk Management (including Incidents / | Head of Finance / Risk & | Completed
Near Misses) Insurance Officer
Update on Community Action Fund Head of Legal and Regulatory | Completed
Services
External Auditors / Inspection Reports | Head of Finance / WAO Completed
(where applicable).
Certificates for both the annual audit and
performance assessment.
Healthy Organisation Review — Action | Head of Finance Completed
Plan Update
Re-presentation of the Healthy | CIA —ICT Group Manager Completed
Organisation Review - follow up
Information Management
Updated Forward Work Programme CIA Completed
2019
17th January Up dated Forward Work Programme CIA Submitted
Internal Audit 9 months Outturn Report | CIA Submitted
April — December 2018
Corporate Risk Assessment, Corporate Head of Finance Submitted
Risk Management Policy and Near Miss
Procedure 2019-20
Fraud Update Head of Finance / Benefits Deferred to
Manager. April 2019
Corporate Fraud Framework CIA Submitted
Treasury Management Strategy 2019-20 Head of Finance Submitted
Digital Action Plan Head of Performance & Submitted
Partnership Services
External Auditors / Inspection Reports | Head of Finance / WAO Submitted as
(where applicable). required.
18" April Updated Forward Work Programme CIA
Proposed Forward Work Programme | CIA
2019-20.
Internal Audit proposed Annual Strategy | CIA
and Audit Plan 2019-2020.
Internal Audit Shared Service Charter | CIA
2019/20
Draft Head of Audit’s Annual Opinion | CIA
Report and outturn for the Year 2018/19
External Auditors / Inspection Reports (if | Head of Finance / WAO
applicable): -
External Audit Plan 2019/20
Certification of Grants and Returns
2017/18
Performance Work Update — 2018/19
Audit Committee FWP
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